VPN

Detailed instructions for installing the AnyConnect Security Mobile client on various devices
may be found at: http://access2.nku.edu/view/.

Installing vSphere at Home
vSphere Client is available for you to install on your home computers for academic use.

1. Using AnyConnect, make a vpn connection with NKU. Instructions for initiating the
connection may be found at: http://it.nku.edu/students/networks/vpn.php

2. In your web browser, go to the NKU vSphere Center https://coevcenter1.hh.nku.edu.

This Connection is Untrusted

v I You have asked Firefox to connect securely to coevcenter 1. hh.nku.edu, but we can't confirm that

wour conneckion is secure,

(NG

Mormally, when wou try bo connect securely, sikes will present trusted identification to prove that wou
are gaoing ko the right place, Howewver, this site's identity can't be verified,

what sShould I Do?

I wiou usually connect to this site without problems, this error could mean that someone is Erying ko
impersonate the site, and you shouldn't continue,

[ Gek me out of here! ]

Technical Details

I Understand the Risks

3. Accept the SSL certificate to allow the untrusted connection to continue.



This Connection is Untrusted

‘ou have asked Firefox bo connect securely to coevcenter 1.hhonboo.edu, but we can't confirm that
wour connection is secure,

Maormally, when wou bry to connect securely, sites will present trusted identification to prove thak voo
are gaing ko the right place, However, this site's identity can't be verified,

what Should I Do?

IF wou usually connect ko this site without prablems, this error could mean that someone is tryving ko
impersonate the site, and wou shouldn't continue.

Gek me out of here!

Technical Details
I Understand the Risks

I wou understand what's going on, wou can tell Firefax ta skark brusting this site's identification. Even
if wou trust the site, this error could mean that someone is tampering with your
connection.

Don't add an excepkion unless wou know there's a good reason why this site doesn't use trusked
identification.

Add Exception. ..

Add Security Exception

¥ou are about to override how Firefox identifies this sike,

Legitimate banks, stores, and other public sites will not ask you to do this.

el )
Server
Location: i \kbps: o X .r1.I'|I'|.:_u.E|:Iu' i Get Certificate

Certificate Status

This site attempts bo identify itself with invalid infarmation,

Unknown Identity

Certificate is not trusted, because it hasn't been werified by a recognized authority,

Permanently store this exception

Confirm Security Excem Cancel ]




4. Click on the "Download vSphere client" link.

VMware vSphere

Welcome

Getting Started For Administrators

If you need to access vSphere remotely, use the following program

to install vSphere Client software. After running the installer, start ]

tha disnt and Iog in ta this host vSphere Web Client allows you to manage
¢ wirtual machines and wiew your virtual

it > infrastructure through a web browser,

. ) # Loginto vSphere Web Client
If yvou need more help, please refer to our documentation library:

vSphere Web Client

Web-Based Datastore Browser

* wSphere Documentation Use your web browser to find and

download files (for examiple, virtual
rnachine and wirtual disk files),

» Browse datastores in the vSphere
inwentory

For Developers

vSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and
APIs for managing YMware ESX, ESxi, and
VMware vCenter, Get sample code,
reference docurmentation, participate in
our Forurm Discussions, and view our |atest
Sessions and Webhinars,

# Learn more about the Web Services SDK

# Rrmwse nhirrts mananed hy «Snhere

VMware v~

Opening YVMware-viclient.exe

Welcome

You have chosen to open

[T] ¥Mware-viclient.exe

s hich is a: Binary File
Getting Star - 4
g from: https!/fcaevcentert.hh.nku.edu gl

If you need to access v Would yvou like ko save this File? ik

to install vSphere Client : :
the client and log in to 4 | Cancel | ot sllows you to manage
nd view your virtual
s Download vSphare Client infrastructure through a web browser,
e Loginto vSphere Web Chent

If you need more help, please refer to our documentation library:

Web-Based Datastore Browser

* vSphere Documentation Use your web browser to find and

download files {for example, virtual
machine and wirtual disk files),

* Browse datastores in the wSphere
inventary

For Developers

5. Run the downloaded executable and follow the prompts to install it.



VMwarel-

Welcome

Do you want to run this file? Vhiare-viclient  exe
Getting S
8 E Mame:  YMware-viclient.exe 1
If you need to ac Fublizher ¥Mware, Inc. B E
to install vSpherg Type: Application SR
the client and log Fram: C:\Documents and SettingsirlbiiMy DocurmentsiDo. .. ¥ your virtual
s Download eb browser,
Cancel L BClient
If you need more f i
: ol Browser
e vSphere D4 Always azk before opening thiz file ;
« [|find and
e o — ble, wirtual
Cleat e While files from the Internet can be useful, this file tpe can O E
L j : : & | Files).
.L, potentially harm your computer. Orly run zoftware from publishers
youl trust, What's the righ? es In the wSphere
For Developers
vEnhere Wah Sarvireac ENK

Whvlware-viclient, exea

G 350 ME — nku,edu

Getting S

If you need to ac
to install vSphere

s wou to manage

the client and log | * day :
L your wirtual
o Download eh browser,
L _HcClient

If you need more -[E — ¢ 10

fone q Cancel Browser
= ySphere D I'ﬁ',‘ J

— + [|find and
s — ble, wirtual
Clear Lisk Search,.. )?'| Fles),




| 2 viMware vsphere Client 5.0

Welcome to the installation wizard for
Y¥rware vSphere Client 5.0

The installation wizard will install ¥Mware vSphere Client 5.0 on
wour computer, To conkinue, click Mext,

VMware vSphere”

(Ii Ent WARMNING: This program is protected by copywright law and
international treaties,

i VMware v5phere Client 5.0

End-User Patent Agreement o
Please read the following patent agreement carefully, _.J

i O P b e T R o o P N o e s e T i ”
7,581,084, 7,090,715, 7,560,882, 7,554,111, 7,596,554, 3
7,596,697, 7,599,453, 7,003,704, 7,006,868, 7,620,523,
7,020,784, 7,820,955, 7,624,240, 7,530,493, 7,534,831,
7,057,059, ¥,05%7,937, 7,005,088, 7,072,814, 7,080,015,
7,089,980, 7,893,095, 7,694,101, 7,702,843, 7,707,185,
7,707,283, 7,707,378, 7,716,446, 7,734,045, 7,734,011,
7,734,912, 7,735,136, 7,743,389, 7,761,917, 7,765,543,
7,774,391, 7,779,091, 7,783,779, 7,783,838, 7,793,279,
7,797,748, 7,801,703, 7,802,000, 7,802,248, 7,805,676,
7,814,495, F,823,145, 7,831,661, 7,831,739, 7,831,7al,
7,831,773, 7,840,790, 7,840,839, 7,840,993, 7,844,054,
7,840,088, 7,853,744, 7,853,940, 7,856,419, T7,H54,531,
7,856,637, 7,845,663, 7,869,947, 7,886,127, 7,586,148,
7,886,344, 7,800,754, 7,895,437, 7,008,844, 7,012,551,
7,921,157, ?,QES,BSD;pmemmpen&ng

||

| < Back Cancel




i VMware vSphere Client 5.0

License Agreement JJI

Please read the following license agreement carefully,

VMWARE END USER. LICENSE AGREEMENT =

IMPORTANT-EEAD CAREFULLY: BY DOWNLOADING,
INSTALLIMNG, OF USING THE SOFTWARE, ¥OU (THE INDIVIDUAL
OFR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF

THIS END USEER LICENSE AGREEMENT (“EULA™). IF YOU DO

MOT AGREE TO THE TERMSE OF THIE EULA, YOU MUST NOT
DOWNLOAD, IMSZTALL, OR USE THE S0OFTWARE, AND YOU

LIUST DELETE OR EETUREN THE UNUZED 20FTWARE TO THE i

[ 12} [ agree bo the terms in the license agreement

GI::I::: not agree COChe Cefs In ERe license agreement

[ < Back ‘m' Cancel ]

& VMware v5phere Client 5.0

Destination Folder ; J

Select the Folder in which to install the product, J |

Install wsphere Client to:

Z;\Program Files\WMware Infrastruckure’,

[ < Back. "m. Cancel




i ViMware vSphere Client 5.0 E|

Ready to Install the Program JJ

The wizard is ready to begin installation,

Click Install ko begin the installation,

If wou want ko review or change any of wour installation settings, click Back, Click Cancel ko
exit the wizard,

[ <ok (] wwal ] concd

6. A launch shortcut icon will appear on your desktop.

Finding your VM in vSphere Client

1. Start vSphere Client by double-clicking on its icon or by selecting it from the Start
menu. When it brings up a login window, set the hostname to coevcenterl.hh.nku.edu,
then login with your NKU Windows user account and password.



vmware

VMware vSphere

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.,

IP address [ Name: |::oew:enter1.hh.nlu.|.edu ;I

User name: I

Password: I

™ Use Windows session credentials

Login Close

vSphere should bring up with a window that looks like the one below.

File Edit View Inventory Administration Plug-ins Help

8 @

Datastores and Networking
Datastore Clusters

Administration

@ = ‘ | > & ¥

Sessions Licensing System Logs vCenter Server vCenter Solutions  Storage Providers  wCenter Service
Settings Manager Status

B B B8 &

srhediled Tacke Fumnte Hnet Profilas WM Stmrans Cretnmizatinn

Recent Tasks Name, Target or Status contains: » I Clear

| Details | Initiated by | vCenter Server | Reguested Start Ti... — | Start Time

[NKUbakerls




Click on VMs and Templates in this window to bring up a list.

File Edit View Inventory Administration Plug-ins Help

' |@ Home | g Inventory b & VMs and Templates
¢ & o

= [} COEVCENTERI.hh.nku.edu Bakerl6

B [fy coE

= B; Classes Spring 2012 [yl Virtual Machines | Tasks & Events | Alarms | Permissions

[ T 644-001

B B CIT 668-001 What is a Folder?

Ef X

{3 CITe68cBak | A folder is a container used to group objects and organize

them into hierarchies. Folders provide a natural structure
upon which to apply permissions.

The folder structure you see in the inventory varies
depending on the inventory view.

Basic Tasks

¥ create a folder

<

MName, Target or Status contains: + I Clear

| Details | Initiated by | wCenter Server | Requested Start Ti... — | Start Time

LB

97 Tasks @ Marms | |NK\bakerls

Expand folders as necessary and select your VM from the list.

" ) COEVCENTEF [F=rERS)
File Edit View Inventory Administration Plug-ins Help
I ﬁ ﬁ |E} Home I g8 Inventory D Qa WMs and Templates |&lj' Search Inventory |Q|
nreBGDReR® R
(%) COEVCENTERL.hh.nku.edu CIT668cBakerls
= [y coE : _ : _
EE’ Classes Spring 2012 e\ B=cly ey, Summary ' Resource Allocation | Performance | Tasks & Events | Alarms ' Console | Permissions ' M ©

[ cre44-001
B [ CIT 668-001 What is a Virtual Machine?

= Eﬁ’:
(3 | CIT668cBakerlt >A virtual machine is a software computer that, like a
physical computer, runs an operating system and Virtu

applications. An operating system installed on a virtual

machine is called a guest operating system. (\i
Because every virtual machine is an isolated computing Cluster [[SIs (4}
environment, you can use virtual machines as desktop or é\/
workstation environments, as testing environments, or to

consolidate server applications.

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

-~ X
4 1 R | | | L4

Recent Tasks Name, Target or Status contains: ~ I Clear X

Name | Target Status | Details | Initiated by | vCenter Server | Requested Start Ti... — | Start Time

< i v

9 Tasks @ Alarms | [NKU\bakerls




Start your VM by clicking yes on the reboot pop-up.

File Edit View Inventory Administration Plug-ins Help
ﬁ E |E} Home b gf Inventory b & VMsand Templates
nresaneeoy

) COEVCENTERL.hh.nku.edu QT668cBakerls

B [y coE

=] ﬁ Classes Spring 2012 eCulLESEl Sy Summary | ResourceAllocation | Performance | Tasks &Events | Alarms | Console | Permissions | M |
[ cIT 644-001

B[ CT 668-001 What is a Virtual Machine?
B [F Bakerls

{3 | CIT668cBakert

Confirm Reboot Virtu

Reboot the guest operating system of the virtual machine

\CIT668cBakerls'? Cluster [FSls 45\,

-
b

| »

Mame, Target or Status contains: I Clear X

Status | Details | Initiated by | vCenter Server | Requested Start Ti... — | Start Time

4 +

97 Tasks @ Alarms | [NKU\bakerls

The Summary tab will show the status and resources used by your machine. It will also
list the IP address of your machine, which you can use to access your VM directly
without vSphere if it is running an ssh server or web server. The root password appears
in the Annotations section of the Summary tab.

CITe6BcBakerle

Gettmgstarte'umkssnun:eAHm:atmn Performance | Tasks & Events | Alarms | Console: | Permissions | Maps

WMware Tools: ®" Running (Current) Not-shared Storage: 834 GB =

o=1F Rddresses: 10256 view al Used Storage: 834GB
Storage 2 | Status | Drive Type |

DN Name: CITe88cBakerl5 L F—Tp— C

EVC Mode: N/A Network | Type | stz hl

State: Powered On < I b

Host:

Active Tasks:

vSphere HA Protection: (& Nja &7

Commands

Shut Down Guest
@ Restart Guest
3 Edit Settings
Open Console

m

Annotations
& Edit L4
Notes: Class: CIT 668-001 -
Semester: Spring 2012 B
VM Name: CIT668cBakerls E |
- -

£

Name, Target or Status contains: + I Clear

| Status | Details | Tnitiated by | vCenter Server Requested Start Ti...— | Start Time | Completed Time |




The Console tab provides a graphical console through which you can login to your VM
and use it.

COEVCENTER:
e

File Edit View Inventory Administration Plug-ins Help

g 8 €y Home b gH] Inventory b B VMsand Templates
n > e B EREE P R

;) COEVCENTER1.hh.nku.edu
= [fy coE

=1 Classes Spring 2012 Getting Started | Summary | Resource Allocation | Performance | Tasks &Events | Alarms

[ are44-001

= [ CIT 668-001

B [ Bakerlé

B | CITe68cBakerlt

arTe68cBakerl6

Permissions | Maps

Password: l------|

| Cancel |l Log In J

T o [0 v | — . - — - -

Recent Tasks Name, Target or Status contains: - Clear X
Name Target Status Details Initiated by wvCenter Server Requested Start Ti... = | Start Time Con
¥4 Initiate guest OSreboot  (F1 CITE68cBakerls & Completed NKU\bakerls (5] COEVCENTER1.. 1/30/2012 12:20:48 1/30/2012 12:20:48 ... 1/3C

l

T Tasks @ Alarms

1 =

»
NKUbakerl& 4

In the example below, the user is already logged in and has started a Gnome Terminal
application, in which the ifconfig command was just executed.

File Edit View Inventory Administration Plug-ins Help

B B @ rome b g mventory b &) vMs and Templates
m r &6 EHReE RS R

COEVCENTER . hh.nku_edu
= [E coE . .
B [ Classes Spring 2012 Resource Allocation | Performance | Tasks & Events | Alarms
[ cIT s44-001
B [ CIT 668-001
[=] @ Bakerla
(3 [ CITE68cBakerlt

CIT668cBakerl6

cit668@CIT668cBakerl6:~
File Edit View Search Terminal Help
[cit668@CIT668cBakerls ~]$ ifconfig
eth2 Link encap:Ethernet Hwaddr 80:58:56:B1:1E:14
inet addr:10.2.56. Bcast:10.2.63.255 Mask:255.255.248.0
ineté addr: fe80::250:56ff:febl:leld4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:102 errors:0 dropped:® overruns:@ frame:@
TX packets:43 errors:® dropped:® overruns:0 carrier:@
collisions:® txqueuelen:1800

RX bytes:20168 (19.6 KiB) TX bytes:6162 (6.8 KiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.8
inet6é addr: ::1/128 Scope:Host
__UP LODPBACK RUNNING MTU:16436 Metr
I

l . |4

Recent Tasks Name, Target or Status contains: — ( x
Name Target Status Details Initiated by | vCenter Server Requested Start Ti...— | Start Time Con
¥ Titiate guestOSreboot  (F1 CITe6dcBakerls @ Completed NKU\bakers () COEVCENTERL.. 1/30/2012 12:20:48..  1/30/2012 12:20:48 ..  1/3C

<« [ . 3

& Tasks @ Alarms NKL\bakerls él



To access the VM via ssh (recommended), open the Putty client and enter the IP address
of your VM.

ﬁ PuTTY Configuraticn l-&]
Categony:
' =g S,assiu:un Basic options for your PuTTY session
S I..oglging Specify the destination you want to connect to
Tmlﬂl;?fbnard Host Mame (or IF address) Port
- Bell 1025 22
- Features Connection type: h
= Window Raw Telnet Rlogin @ S5H Serial
nFIFIEE!EI'ICE Load, save or delete a stored session
- Behaviour
.. Traridation Saved Sessions
- Selection
- Colours [ - Eromraa
Default Settings
—J- Connection |ﬂ|
.. Data [
. Proy keosh nkou.edu |Sai|
... Telnet | Delete |
Rlagin
+- 55H
""" — Cloge window on exit:
Always Mewver @ Only on clean exit
| About | Cpen ] | Cancel

P citﬁﬁ&@t}TﬁﬁScBakerlﬁ:~i : — — (=] E -




Please shut down your VM when you are finished.

1) COEVCENTERLhh.nku.e Sphere | =97 X
L - ———

File Edit View Inventory Administration Plug-ins Help

E B €y Home [ gf Inventory b & vMs and Templates Q

mn > 8B GDR e P R

[5) COEVCENTERL.hh.nku.edu CIT668cBakerls
Bl [f CoE
lal@ Classes Spring 2012 Getting Started | Summary ' Resource Allocation | Performance ' Tasks & Events | Alarms JeuhEMEY Permissions | Maps
[ crea4-001

B [ CIT 668-001

B [ Bakerls Preferences

(3 | CIT668cBakerl

Administration

Help

About this Computer

Lock Screen

Log Out cit668...

G i 3
Recent Tasks Mame, Target or Status contains: ~ Clear
Name Target Status Details Initiated by vCenter Server Requested Start Ti... — | Start Time Con
4 T | +

&1 Tasks @ Alarms NKL\bakerls



