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Random Alphabet Ciphers

This section is excellent preparation for an appearance on the gameshow Wheel of Fortune.

A random alphabet cipher is a monoalphabetic cipher; it is a substitution cipher in which a single alphabet is used to replace plaintext characters with ciphertext characters.  More specifically, the random substitution cipher is a monographic monoalphabetic cipher (sometimes called simple substitution).  Monographic means that a single ciphertext letter replaces a single plaintext letter.  The cipher key we saw in section 1 and section 2

Plaintext letters:    abcdefghijklmnopqrstuvwxyz

Ciphertext letters:  YNROTKMCPBDVXZALEWUSFQJHGI

is a random alphabet cipher.  The randomness of the ciphertext alphabet was obtained by writing the letters A, …, Z on slips of paper and drawing them from a box to determine the order of the substitutions.

Cryptoquip

The word puzzle Cryptoquip which appears daily in the Cincinnati Enquirer is like a random substitution cipher.  Cryptoquip is a type of puzzle referred to as an "aristocrat."  

When [simple substitution] is used for puzzle purposes, as we find it in our newspapers and popular magazine, the substitutes … may be chosen at random, and the cryptograms must follow certain arbitrary rulings which are designed to make them "fair": Word-divisions and punctuation must follow religiously those of the original text; a certain minimum of length must be provided; no letter may act as its own substitute [which means that the substitution is not completely random]; foreign words are not permissible; and so on.  Aside from the observance of such rules, however, no holds are barred … . [Gaines, Helen Fouché, Cryptanalysis: A study of ciphers and their solutions, Dover, 1956.]

Here is a Cryptoquip for discussion:

The Cryptoquip is a substitution cipher in which one letter stands for another.  If you think that X equals O, it will throughout the puzzle.  Single letters, short words and words using apostrophes give you clues to locating vowels.

Today's Cryptoquip Clue: K equals S

D     RNXHT     VHRVCK

VKKXOW     FYVF     V

OVFY    GENBWKKNE'K

PWEC     BVPNEDFW

TWKKWEF     DK     GD.

Begin by doing a chart of the frequencies of ciphertext letters.  Then examine one-letter and two-letter words.  Notice how important punctuation is.

Punctuation and Word Length

The clue to the Cryptoquip was probably not needed, but punctuation and word length are important clues in cryptanalysis.  Therefore, usually cryptographers hide that information.

Even unenciphered messages are difficult to understand without punctuation and word length.

Here is a plaintext message that does not include the spaces between words:

CARDANOALSOACHIEVEDTHEDUBIOUSRENOWNOFBEINGTHEFIRSTCRYPTOLOGISTTOCITETHEENORMOUSNUMBEROFVARIATIONSINHERENTINACRYPTOGRAPHICSYSTEMASPROOFOFTHEIMPOSSIBILITYOFACRYPTANALYSTSEVERREACHINGASOLUTIONDURINGHISLIFETIME.

And, here is a plaintext message that hides word length by chopping up the message into five-letter blocks.

THEMO STFAM OUSOF FICTI ONALD ETECT IVESS HERLO CKHOL MESEN COUNT EREDC IPHER SNOTO NCEBU TTHRE ETIME SINHI

SDIST INGUI SHEDC AREER

The Number of Random Alphabets

When constructing a key for a random substitution cipher, there are 26 choices of letters to substitute for a, then 25 remaining letters that can be substituted for b, then 24 remaining letters that can be substituted for c, etc.  This results in 
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possible random keys.  That's a lot of keys; in fact, there are

403,291,461,126,605,635,584,000,000

keys.

Probability

The probability of an event occurring is defined to be 
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Notice that the probability of an event is always between 0 and 1.
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A probability of 1 means that the event happens on every trial, and a probability of 0 means that the event never happens.

So, the probability of a cryptanalyst randomly selecting the correct key to a random substitution cipher is 
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It (essentially) never happens.

Guessing the correct key cannot be expected to work.

Brute Force

A brute force attack on the ciphertext is another possibility.

A brute force attack on a ciphertext means to try all possible keys.  As we see, for a random substitution cipher, that is a lot of possible keys.  Many cryptosystems depend for their security upon their large number of possible keys.

Cardano [an Italian mathematician, 1501 – 1576] heads a long line of cryptographers in erroneously placing cryptographic faith in large numbers – a line that stretches right down to today.  …  Cryptanalysts do not solve monoalphabetics – or any cipher for that matter – by testing one key after another.  …  If the cryptanalyst tried one of these [403,291,461,126,605,635,584,000,000 possibilities] every second, he [or she] would need six quintillion years, or longer than the known universe has been in existence, to run through them all.  Yet most monoalphabetics are solved in a matter of minutes. [Kahn, David, The Codebreakers: The comprehensive history of secret communication from ancient times to the internet, Scribner, 1996.]

Kahn [writing in 1967] mentions that "most monoalphabetics [were even then] solved in a manner of minutes."  They usually could (and can) be solved by applying techniques such as frequency analysis to the ciphertext.  

Of course computers now provide an alternative to hand checking of possible keys, but even with the high-speed computing capabilities we have today, a brute force attack is not necessarily a good way to proceed.  It is certainly not an elegant way of cryptanalysis.  

Difficulties with Cryptography 

The large number of possible keys to a random substitution cipher makes analysis difficult for the crytpanalyst, but it also creates problems for the sender and receiver of the ciphertext.  Because it is unlikely that the sender and receiver can memorize the plaintext-ciphertext letter correspondence, the key must be written.  That leaves open the possibility that an unauthorized receiver might steal the key and then be able to break all messages enciphered by it.  In the next several sections, we will deal with keys that need not be written.

Factorials

The number of possible keys for a random substitution cipher that we calculated above 
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 = 403,291,461,126,605,635,584,000,000

can be written as 
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 and read as "26 factorial."
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Factorials are often used in probability calculations for the total number of ways to arrange objects in order.

For convenience in mathematical formulas, it is convenient to define 0! = 1.

Exercises

1. Calculate each of the following:


1a. 12!


1b. 
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1c. 
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2. Construct a key for a random alphabet cipher.  Explain how you chose your plaintext-ciphertext letter correspondence.  Then use your key to encipher the message

During World War I, much of the early success at sea enjoyed by the Allied Powers stemmed directly from the Russian recovery of German radiotelegraphic codebooks from the cruiser Magdeburg, which had run aground in the Baltic Sea.

3. Cryptanalyze the following Cryptoquips:

3a. Monday, January 15, 2001

Clue: V equals s.

RTW      EWYVAB      JTN      HR      HVB’R

RAXMT      RA      VJHBLPW      VWYOHELV:

RTWN’EW     VA      MXPP – HOPW.

3b. Tuesday, January 16, 2001

Clue: Q equals p.

SX     ZXC     RDXP     PFYN     HFYRMHQMYAMYD

GFYAYGNMA     YJPYZH     QJYZMS     FXGRMZ?     

QCGR.

3c. Wednesday, January 17, 2001

Try this without a clue.

ZT     Y     VJXCJ     VLKXDF     TYDD     ZCSK     

SLA     MYSAU     Z’DD     YFBZS     ZS’V     

AZSLAU     VSZCJ     KU     VMZB.

3d. Thursday, January 18, 2001

Try this without a clue.

JQXMBG’L     OQX     SANCC     LESL     LEC     

JQNMB’F     FLNQGACFL     LEPCR     PF     

ZMSPGMO    S     FEQZ     MPRLCN?

3e. Friday, January 19, 2001

Try this without a clue, word length, or punctuation.
JPFXB     XYXFQ     EBCLP     FCERR     VBNPR     

EBEWF     YSGLV     FSBXS     EPGNW     BSFBX     

BCCRJ     FNLBQ     F

4. Which of the following are truly random ways to arrange the ciphertext alphabet?

4a. Place the letters A,…,Z on slips of paper and draw them one at a time from a box.

4b. Write down the letters "as they come to you."

4c. Shift every letter three spaces to the right; e.g., a becomes D, b becomes E, c becomes F, etc.

4d. Take a newspaper article and arrange the letters of the ciphertext alphabet in the order that the letters appear in the article (without repetition).

4e. Use a random number generator of a computer to construct a list of numbers.  Number the letters of the alphabet A, … Z by 01, … 26.  Arrange the letters of the ciphertext alphabet in the order that the numbers corresponding to the letters appear in the list (without repetition).

5. Use this key (for a random alphabet cipher)


Plaintext
abcdefghijklmnopqrstuvwxyz


Ciphertext
YNFROTMKPHELQWBDJXZAUSVCGI

to decipher the message


PWMBR  VOAXU  ZAYLL  BAKOX  ZVOQB  WPABX


-- Intercept operator's motto.

6. During World War II the Japanese Navy used a cipher that randomly scrambled the six vowels (a, e, i, o, u, y) among themselves and the 20 consonants among themselves.  How many such keys are there?  Write your answer in terms of factorials.
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