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Some historical simple substitution ciphers substitute symbols for plaintext 
letters.  The ciphertext then looks less familiar – less friendly – but the 
techniques for cryptanalysis remain the same as for any simple substitution 
cipher – frequency analysis. 
 
 

Edgar Allan Poe (1809 - 1849) 
 
Edgar Allan Poe was an avid cryptologist.  For six months, beginning in 
December, 1839, Poe wrote a cryptology column in Alexander’s Weekly 
Messenger.  In addition to expressing his own ideas about cryptology, Poe 
solicited cryptological challenges from his readers.  Poe published his 
solutions in his column.  About a year after his last column in Alexander’s, 
Poe wrote “A Few Words on Secret Writing” for Graham’s Magazine.  In 
addition to this article, there were several follow-up articles about 
cryptology.   
 

It was during this time that one of Poe's readers, a Mr. W. B. Tyler, 
submitted … two cryptographs … .  Poe never published solutions to 
Tyler's cryptographs. This fact alone makes them interesting - of the 
100-plus cryptographs submitted by his readers, these are the only 
two not solved. Poe claimed that he did not have the time to work out 
their solution, but published them in Graham's for his readers to 
decipher. However, the most interesting aspect of these cryptographs 
is the possibility that they were not written by W. B. Tyler, but by Poe 
himself.  There is only circumstantial evidence to corroborate the 
theory that Tyler was Poe's nom de plume. http://www.bokler.com/eapoe.html

 
Tyler’s first cryptogram was published in Graham’s in December 1841. 
 

http://www.bokler.com/eapoe.html


 

 
 It was solved in 1992 by Terrance Whalen. 
 

"The soul secure in her existence smiles at the drawn dagger and defies its point. 
The stars shall fade away, the sun himself grow dim with age and nature sink in 
years, but thou shalt flourish in immortal youth, unhurt amid the war of 
elements, the wreck of matter and the crush of worlds." 

According to Rosenheim's account in "The Cryptographic 
Imagination" Whalen's solution proceeded from recognition that the 
three-character pattern of "comma-dagger-section symbol", repeated 
seven times in eight lines, most likely represented the word "the" or 
"and". It turned out to be "the".   http://www.bokler.com/eapoe.html

 

Tyler’s second cryptogram was solved in June, 2000, by Gil Broza. 

 

http://www.bokler.com/eapoe.html
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Then, in July, Gil Broza, a software engineer living in Toronto, submitted what 
turned out to be the correct decryption. Tyler's cryptograph proved to be a 
polyalphabetic substitution cipher using several different symbols for each 
English letter. The number of different symbols is greater as the plaintext letter is 
more frequent in English text, for instance 'z' is encrypted by two symbols and 'e' 
by 14. Given the brevity of the cipher, this meant that there was almost no 
information about letter frequencies, which cryptographers count as their most 
potent tool for decryption. In addition, Broza’s solution revealed that the original 
cipher had over two dozen mistakes introduced by the typesetters or the 
encipherer.  Many of these were trivial (such as “warb” for “warm,” “shaye” for 

http://www.bokler.com/eapoe.html


“share,” “langomr” for “langour”), but even after Broza corrected obvious 
errors, the final plaintext is sometimes garbled:  

It was early spring, warm and sultry glowed the afternoon.  The very breezes 
seemed to share the delicious langour of universal nature, are laden the various 
and mingled perfumes of the rose and the –essaerne (?), the woodbine and its 
wildflower.  They slowly wafted their fragrant offering to the open window 
where sat the lovers. The ardent sun shoot fell upon her blushing face and its 
gentle beauty was more like the creation of romance or the fair inspiration of a 
dream than the actual reality on earth. Tenderly her lover gazed upon her as 
the clusterous ringlets were edged (?) by amorous and sportive zephyrs and 
when he perceived (?) the rude intrusion of the sunlight he sprang to draw the 
curtain but softly she stayed him.  “No, no, dear Charles,” she softly said, 
“much rather you’ld I have a little sun than no air at all.”  

http://www.bokler.com/eapoe.html

 

Poe is also famous, at least among cryptologists, for his short story “The 
Gold Bug.”  The focus of his story is the solution of a simple substitution 
cipher that holds the key to locating buried treasure.  In the story, Poe 
provides an excellent tutorial in cryptanalyzing a simple substitution cipher. 

http://www.bokler.com/eapoe.html








Sherlock Holmes 
 

Sir Arthur Conan Doyle’s fictional detective Sherlock Holmes also faced a 
simple substitution cipher in “The Adventure of the Dancing Men.”  Holmes 
used his cryptanalysis of the dancing men cipher to trick a murder into being 
captured. 

























The Shadow 
 
The 1930s crime fighter The Shadow confronted several ciphers during his 
crime fighting career.  Two of them appear in “The Chain of Death.” 













The Dorabella Cipher 
 
In 1897, the English composer Edward Elgar (1857 – 1934; composer of the 
Enigma Variations) included a still unsolved cipher in a letter to a young 
friend Dora Penny. 
 

 
http://www.geocities.com/Vienna/4056/cipher.html 



The Kryptos Sculpture 
 

 
 
In 1990, sculptor James Sanborn installed the Kryptos sculpture at the 
Central Intelligence Agency.  The sculpture contains four encrypted 
messages.  Three of the four have been solved. 
 
Well, as it turns out … not quite.  The sculptor James Sanborn, for aesthetic 
reasons, left a letter out of part 2 of the sculpture thinking that the missing 
letter would pose no problem to cryptanalysis of that portion of the sculpture.  
But, it did.  It turns out that the missing letter led to a mistaken cryptanalysis.  
Part 2’s alleged plaintext was incorrect.  Sanborn, who hadn’t paid attention 
to the plaintext messages that had been decrypted, discovered the error in 
2006 and announced it. 
 
See the sculpture at https://www.cia.gov/cia/information/tour/krypt.html
 
Track the cryptanalysis at http://www.elonka.com/kryptos/
 

https://www.cia.gov/cia/information/tour/krypt.html
http://www.elonka.com/kryptos/


The Beale Ciphers 
 
In 1885, a pamphlet titled “The Beale Papers” was published in Lynchburg, 
Virginia.  The pamphlet contains three ciphers that it claims have 
information that would lead to a large buried treasure in Bedford County.  
The pamphlet might well be a hoax, but the story and challenge of the 
ciphers has intrigued cryptologists since the pamphlet’s publication. 



Pig Pen Ciphers 
 
The cipher appearing in “The Gold Bug,” for example, does not have a 
memorable key.  Unless the symbols have been designed with a pattern that 
facilitates memorization, it is usually difficult to remember substitutions that 
use strange symbols.  One cipher that uses symbols but it easily memorized 
is the Pig Pen Cipher.  It was used by the Freemasons in the Eighteenth 
Century, in the United States Civil War, and (more recently) by the Boy 
Scouts.  The description that follows is taken from Codes, Ciphers and 
Secret Writing by Martin Gardner.  Notice that the symbols are cells of two 

 pens of nine cells each (in one collection of cells, the cells are empty, 
and in the other collection of cells each cell contains a dot) and two 
collections of four cells formed by 

3 3×

× s (again, in one collection of cells, the 
cells are empty, and in the other collection of cells each cell contains a dot).   
 
Different cryptographers use slightly different versions of the twenty-six 
cells, but the basic idea is the same.  The various versions of this cipher each 
use two collections of 9 cells with some way to distinguish between the two 
collections and two collections of 4 cells with some way to distinguish 
between the two collections and some memorable way of placing the letters 
of the plaintext alphabet in the cells. 
 
The pattern that aids in remembering the key can be used in cryptanalysis. 



 
A similar cipher was used by the Rosicrusians.  It uses three  pens of 
nine cells.  Again, different cryptographers use slightly different versions, 
but here is one version of the key. 

3 3×

 
abc def ghi
jkl mno pqr
stu vwx yz 

 

 
The left-hand letter in each cell correspond to having one dot on the left side 
of the cell.  The middle letter in each cell corresponds to having one dot in 
the center of the cell.  And, the right-hand letter in each cell corresponds to 
having one dot on the right side of the cell.  For example, 
 
a is replaced by i , n is replaced by i , and u is replaced by i . 
 
Norse becomes i i i i  
 
The various versions of this cipher each use three collections of 9 cells with 
some way to distinguish among the three collections and some memorable 
way of placing the letters of the plaintext alphabet in the cells. 
 
The pattern that aids in remembering the key can be used in cryptanalysis. 
 



Exercises 
 
1.  Cryptanalyze the following message: 
 
D i i  i i D   i i i i   D D    
 

i   i   i D   i i D  
 

  D D   i D i  i i  
 
i i   i i   D i i   i i D  
 
i i D D   D    i D i D   D  
 

i i  D D i i   i i    i i    

 
 
 
2.  Cryptanalyze the following message: 
 
4���2��6� 42  21��3   � 5���7� 5���3���3� 2� 4���  4��3� 6� 74���  4�� 1���6� 1��3  5���2   5���6� 1�
 
1� 1���2� 1���6�   1 342  3� 6�� 3���3� 1� 1�    1���2� 4���1���7�   65���4���1��3  73    5��� � 6� 5���
 
2� 7�� 3���3� 1�   4   3� 1���2� 6��1�� � 4� 6� 3� 4���   2�� 3���5���13�   6� 1��35���1�   3423   1���
 
7� 5���3���2��6�   41��   76��1�� 5��� 5���4� 6� 4   2� 1�� 5���6� 3���  44� 35���6�   1 34   � 1��� 3���
 
2� 5��� 
 



 
 
3.  Cryptanalyze the following message: 
 
HzP�⌧  zPH��  P�L��  �aPOL  ⌧⌧zP� ��PH� 
 
⌧LL��  �⌧zPJ  HP�P⌧  L�P�⌧  zL�P�   
 
��⌧zP  R��`�  O��Q⌧  zPL��  PIL��   
 
QQ�NP P��PO  `���⌧  zP�⌧z  P����  �⌧L�N 
  
P�Q⌧z  P��H�  ��L�O  ⌧zP�P  ���`�  �P��� 
  
QOPL� ��RH�  ⌧zN�L  ���Q�  PO�L⌧ P��L 
 
� ⌧z��H  L�Q��  ��HPO  MJL��  ⌧zP��   
 
QQ�NP  �L�JH  ��P�⌧  z�`Rz ⌧⌧�MP LNzL�
   
�L�� 
 
 
 
 

 

 
 

 
 




