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Class notes
Section Five

Modular Arithmetic

Patterns

Mathematicians discover patterns.  But, mathematicians think in terms of numbers.  So, usually mathematicians model procedures in terms of numbers.  Caesar ciphers can be modeled in terms of modular arithmetic.  

Let us think about the Caesar cipher in terms of numbers.  

Assign numerical values to the plaintext letters as we did in the last section.

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

a  b  c  d  e  f  g  h  I  j  k  l  m  n  o  p  q  r  s  t  u  v  w  x  y  z
Let us consider the plaintext-ciphertext correspondence for a Caesar cipher with additive key 5.  At the beginning of the alphabet, there is no problem.  a (1) shifts five places to the right (+5) and becomes F (1 + 5 = 6).  b (2) shifts five places to the right (+5) and becomes G (7).  c (3) shifts five places to the right (+5) and becomes H (8).  Etc.

What happens as we get near the end of the plaintext alphabet?  v (22) shifts five places to the right (+5) and becomes ? (27).  Well, v becomes A (1).  The shifting process cycles back to the beginning of the alphabet.  The arithmetic model of this process is called addition modulo 26.  (26 is called the modulus.)  The numbers 27, 28, 29, 30, and 31 (which result from shifting v, w, x, y, and z five places to the right) are considered to correspond to 1, 2, 3, 4, and 5 (which correspond to A, B, C, D, and E).  We are treating the alphabet as a continuous cycle; numbers greater than 26 are replaced by the results obtained by subtracting 26 from them.  We treat, for example, 27 and 1 as "equivalent" numbers and 28 and 2 as "equivalent" numbers and 29 and 3 as "equivalent" etc.  We will make this idea of "equivalent" numbers a little clearer in what follows.  The idea of "equivalent" numbers is part of a general procedure in cryptology (and much other mathematics).

But, first, let us point out that we do this sort of things all the time in the "real world."  We use modular addition when we tell time.  When we use a twelve-hour clock, after twelve o'clock we do not get thirteen o'clock – we get one o'clock.  We subtract 12 (the modulus) and take the remainder.  The twelve-hour clock exhibits addition modulo 12.

Complete Set of Representatives

We have been using the positive integers 1, 2, 3, …, 25, 26 to represent the letters of the alphabet.  These 26 numbers form a complete set of representatives modulo 26.  We agree to work with these integers with the understanding that any integer outside this set can be reduced to an equivalent integer inside the set.  (While it is convenient for our cryptological purposes to use the set of representatives 1, 2, 3, …, 25, 26; mathematicians would probably prefer our choosing the set 0, 1, 2, …, 24, 25.)  

For the twelve-hour clock, we use 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, and 12 as a complete set of representatives for addition modulo 12.  (Again, mathematicians would probably prefer that we use 0, 1, …, 11.)

Congruence

The equivalence that was mentioned above is called congruence.  Two integers a and b are said to be congruent modulo n (which is denoted by 
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The sign used for congruence 
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 is meant to look like an equal sign, but, of course, there is a difference.  Two numbers are equal if they are exactly the same, for example, 2 = 2.  But, infinitely many numbers are congruent modulo n.  For example, 
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Determining the Representative Modulo n
Given an integer a, usually mathematicians determine its representative modulo n by dividing a by n and taking as the representative the remainder r where 
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So, for example, the representative of 33 modulo 4 would be 1, the representative of 13 modulo 5 is 3, and the representative of 29 modulo 26 is 3.

Because when we divide by n the possible remainders are 0, 1, 2, …, n-1;

0, 1, 2, …, n-1 are a complete set of representatives modulo n.  0, 1, 2, is a complete set of representatives modulo 3.  0, 1, 2, 3, 4 is a complete set of representatives modulo 5.  0 and 1 is a complete set of representatives modulo 2.  And, 0, 1, 2, …, 24, 25 is a complete set of representatives modulo 26.

For our cryptological purposes, however, it is convenient to replace 0 by its equivalent number 26 (
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) and use 1, 2, 3, …, 25, 26 as our complete set of representatives modulo 26.

Notice that –3, 1, 3, 5, and 24 is a complete set of representatives modulo 5.

Addition Modulo n
For the Caesar cipher with key 5, the (numerical equivalents of the) ciphertext letters (C) are the (numerical equivalents of the) plaintext letters (P) plus 5 modulo 26 -- 
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Let us consider an example with a smaller modulus.  Here is a table for addition modulo 5.
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For example, 
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Here are some other examples with other moduli:
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Subtraction Modulo n
Remember that subtract is "just adding the (additive) inverse."

The additive inverse of a number m is the number – m which when added to the m results in 0.  For example, the additive inverse of 3 is –3, negative three.  Unfortunately, the mathematical sign  –  is used in two different ways:  to mean subtraction and to mean the additive inverse of a number.  Calculators have had to distinguish between the two meanings and now typically use  –  to mean subtraction and (-) to mean negative (and the calculator display for, say, negative four is often 
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But, for modular arithmetic, using a set of representatives, we might not see any negatives.  Notice in the table for addition modulo 5.
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.  So, 1 is the additive inverse of 4; i.e., 
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Similarly, 2 is the additive inverse of 3 and 3 is the additive inverse of 2.

0 is its own additive inverse.

So, to subtract modulo, say 5, we could do the following:
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Or, we could do the subtraction first "in the usual way" and then reduce modulo 5; i.e., 


[image: image25.wmf]3414mod5

-º-º

.

We use subtraction modulo 26 to cryptanalyze Caesar ciphers.  Recall that for a Caesar cipher shift of b (where b is one of 1, 2, 3, …, 25, 26), the relationship between ciphertext and plaintext is 
[image: image26.wmf]CPmod26

b

º+

.  If we know one plaintext-ciphertext correspondence (i.e., one numerical value for P and the corresponding numerical value for C), we can determine the shift because 
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.  Say, we know that plaintext y (25) corresponds to ciphertext D (which it does for a Caesar cipher with shift b = 5).  
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We see the shift is 5.

Multiplication Modulo n
For multiplication modulo n (as for addition and subtraction), we can either reduce modulo n and then multiply (and, perhaps, have to again reduce modulo n), or we can first multiply and then reduce the product modulo n.

For example,
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Here is the table for multiplication modulo 5.
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More interesting, perhaps, is the table for multiplication modulo 6.
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Notice that although neither 3 nor 2 is 0, the product 
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.  This is not something we encounter when working in the real numbers.  We call 3 and 2 zero divisors modulo 26.

Division Modulo n
We can approach division is a similar manner to subtraction.  We thought of subtraction as "just adding the (additive) inverse;" we can think of division as "just multiplying by the (multiplicative) inverse."  The multiplicative inverse of a number m is the number 
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 which when multiplied by m results in 1.  For example, in the real numbers, the multiplicative inverse of 3 is 
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Inverses modulo n are more problematic.  

Look back at the table for multiplication modulo 5.  
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Now look at the table for multiplication modulo 6.  
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.  But, 0 has no multiplicative inverse, and the zero divisors 2, 3, and 4 have no multiplicative inverses.

We can only sometimes undo multiplication.  We can, for example, solve 
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just like we would solve it over the real numbers.
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But, 
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has no solution.

Because in cryptology, when we encipher we want an inverse process to decipher, we must be careful using multiplication modulo n for enciphering.

Solving Linear Congruences Modulo n
In beginning algebra, we learn to solve linear equations; e.g., 
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(We call this a linear equation because the variable x appears only to the first degree – there are not squares, cubes, or higher powers of x.  This should remind us of the equation of a line 
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We can mimic this process for modular arithmetic provided we only use multipliers that have (multiplicative) inverses.

For example, we can solve
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because 3 is the inverse of 2 modulo 5.

Solving Pairs of Linear Congruences Modulo n
A system of two linear congruences can also be solved in the same manner as we use to solve a system of two linear equations provided that the only multipliers we encounter during solution have inverses.

For example, modulo 5 we can solve the system of linear congruences
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Multiply the second congruence by 2.
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Subtract the first congruence from the second.
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Substitute 
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 into the first congruence.
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And, solve the linear congruence for y.
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  Because 4 is the inverse of 4,
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Check that the pair 
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 is a solution to the pair of linear congruences.

Positive Integer Exponents Modulo n
Recall that positive integer exponents correspond to repeated multiplications.
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Recall that when we multiply modulo n we can either first reduce modulo n and then multiply or we can first multiply and then reduce modulo n.  For exponentiation, it makes most sense to reduce as much a possible along the way.

Consider the following example.

If we first multiply and then reduce modulo 2, 
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But, if we first reduce modulo 2,
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Carl Friedrich Gauss (1777 – 1855)

The idea of modular arithmetic was introduced by the mathematician Carl Friedrich Gauss in his 1801 book Disquisitiones Arithmeticae (Investigations in Arithmetic).

Gauss was born into a family which, like many others of the time, had recently moved into town, hoping to improve its lot from that of impoverished farm workers.  One of the benefits of living in Brunswick was that the young Carl could attend school.  There are many stories about Gauss’ early developing genius.  At the beginning of the school year, to keep his 100 pupils occupied, the teacher, J. G. Buttner, assigned them the task of summing the first 100 integers.  He had barely finished explaining the assignment when the 9 year old Gauss wrote the single number 5050 on his slate and deposited it on the teacher’s desk.  Gauss had noticed that the sum in question was simply 50 times the sum 101 of the various pairs 1 and 100, 2 and 99, 3 and 98, ... and had performed the required multiplication in his head.  Impressed by his young student, Buttner arranged for Gauss to have special textbooks, to have tutoring by his assistant Martin Bartels (1769 - 1836), who himself later became a professor of mathematics in Russia, and to be admitted to a secondary school where he mastered the classical curriculum.

In 1791, the Duke of Brunswick granted Gauss a stipend which enabled him first to attend the Collegium Carolinium, a new science oriented academy funded by the Brunswick government to train bureaucrats and military officers, then to matriculate at the University of Gottingen in neighboring Hanover, which already had a reputation in the sciences, and finally to continue his research back in Brunswick while receiving a Ph.D. from the local University of Helmstedt.  Not only did Gauss publish his researches in number theory in 1801, with the book being dedicated to his patron the Duke, but he also developed at the same time a new method for calculating orbits which enabled several asteroids to be discovered.  The Duke’s patronage lasted until the Duke was killed in battle against France in 1806 and the duchy was occupied by the French army.  Fortunately for science, the French general had been given explicit orders to look out for Gauss’ welfare.  Thus Gauss was able to stay in Brunswick until he accepted a position at Gottingen the following year as professor of astronomy and director of the observatory.  Gauss remained at Gottingen for the remainder of his like, doing research in pure and applied mathematics as well as astronomy and geodesy.

Gauss was never particularly happy with teaching classes, because most of the students were uninterested in, and not well prepared for, mathematics, but he was willing to work privately with any actively interested student who approached him.  Compared to his predecessor Euler and to his French contemporary Cauchy, Gauss ultimately published little, his collected works occupy only (?) 12 volumes.  Nevertheless, his mathematical papers are of such profundity that they have influenced the progress of the subject to the present.

A History of Mathematics: An Introduction by Victor J. Katz page 588.

Exercises

1. Find a complete set of representatives modulo 26 consisting of only numbers greater than 50.

2. Find a complete set of representatives modulo 26 consisting of  13 negative numbers and 13 positive numbers.

3. Find a complete set of representatives modulo 7 consisting of only odd numbers.

4. For each of the following, reduce to the standard set of representatives modulo n:  0, 1, …, n-1.


4a. 
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4b. –17mod9


4c. 94mod71


4d. 10347217469mod2


4e. 194990mod37

5. Add.


5a. (33 + 2)mod4


5b. (17 + 13)mod26


5c. (15 + 11)mod2


5d. (3 + 4)mod5


5e. (5 + 13)mod15

6. Subtract.


6a. (5 – 3)mod7


6b. (5 – 3)mod2


6c. (3 – 5)mod7


6d. (3 – 5)mod2


6e. (18 – 24)mod26

7. Multiply.


7a. 
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7b. 
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7c. 
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7d. 
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7e. 
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8. Determine the following powers.


8a. 
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8b. 
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8c. 
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8d. 
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8e. 
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9. Find the additive inverse of 1, 2, …, 26 modulo 26.

10. Find the multiplicative inverses of 1, 3, 5, 7, 9, 11, 15, 17, 19, 21, 23, 25 modulo 26.

11. Find the additive inverses of 0, 1, 2, 3, 4, 5, 6 modulo 7.

12. Find the multiplicative inverses of 1, 2, 3, 4, 5, 6 modulo 7.

13. 0, 1, 2, 3, 4, 5, 6, 7 is a complete set of representatives modulo 8.


11a. Find the additive inverse of each number modulo 8.

11b. For each number that has a multiplicative inverse modulo 8, find that multiplicative inverse.

11c. For each nonzero number that does not have a multiplicative inverse modulo 8, show that it is a zero divisor.

14. Solve, if possible.
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12b. 
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12c. 
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12d. 
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15. Solve, if possible.
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13b. 
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13c. 
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