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SECONDARY COURSE IN CRYPTANALYSIS

ASSIGNMENT No. 1

INTRODUCTION
1. The attention of all students i1s invited to the RESTRICTED classifi-

cation of the subject of Cryptanalysis, which prohibits revealing any infor-
mation ocncerning this course, or the fact that such a course exists, to any
person not in the U.S. Navy or Naval Reserve.

2. This course of Instruction is designed as a means of continuing the
training, In most cases by correspondence, of the students who have successfully
completed the Elementary Course in Cryptanalysis. In general, this course will
be conducted along the seme lines as the Elementery Course, l.e., the course
will be divided into assignments, and the students will complete each assignment
in turn before belng 1ssued the succeeding assignment. Preracing easch assign-
ment will be what is considered sufficient instructional information for the
average student at that stage of training to complete the problems ziven.

3. The Secondary Course contains some problems of the types already
studled in the Elementary Course, and in some cases the problems will be no more
difficult. In general, however, the problems are more diffiecult and require
the atudent to exercise the ingenuity which his previous training in cipher
solution has fostered. The collateral Information furnished will be found to
diminlsh constantly and the student will find himself thrown more and more on
his own resources.

L. As in the Elementary Course, 1f the student becomes hopelessly
bogged down in hls attack on eny problem, he ls instructed to forward his work
sheets to the Chlef of Naval Orperations {Communication Security Section) for in-
spection, and assistance will be furnished and the work sheets returned. Upon
completion o. an assignment, the student should forward the solution with any
pertinent remarks on hls method of attack, but should retain his work sheets for
future reference.

5 The synoptic table (page 2) shows dlagrammatically the various types
of ciphers whioh were treated in the Elementary Course in Cryptanalysis. It is
designed to surmarize the relationships between these elementary systems, and to
indicated the polnts at which the more advanced types branch off. It will be
noticed that the type called mono-alphabet substitutlion in the text of this
Course 1s llsted in the table under the sub-heading mono-graphle, bucause,
unless the distinctlon between mono-graphiec and poly-graphic types 1s desired,
the term mono-alphabet substitution 1s generally taken to refer to the mono-
graphie type.

6. The extent of the Elementary Course was to explain the elementary
methods of solving the simpler cryptographic systems. More advanced methods
may be neceassary to solve speclal cases or variations in these basic systems,
Mono-alphabet sutstitution has been covered, except rfor the complicated poly-
graphioc methods which are seldom used. Under periodlc poly-alphabet substitu-
tion the multiple alphatet and the regular progressive-alphabet types have been
discussed. Undar single transposition the simple routes, columnar, and grille
aystems were mentioned.

T Some of the eryptographic methods remeining tc be explained further
are:

(a) Irreguler progressive oipners, (b} Non-periodic methods (contin-
uous key and multiple sliding alphabet systems), (c) Double transpositlions,
and (d) Superimposition of clpher systems,
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ASSIGNMENT No. 1

who would otherwise be duplicating the work of the pioneers in cryptanalytical

research. If some of the explanations have been tTound rather brief, it is
probably the result of an etfort to leave the rest to the imagination of the
student.

10. The basle methods of sclving many of the elementary cryptographlc

systems may nlco be applied to tne solution of the more advanced systems, with
correspondingly increased complications added. For instance, the general
method of attack used for resulsr progressive clphers will aid in the solution
of irreszular progressive clphers.

11, For the student who has arrived at the present point in his crypt-
analytieal tralning, very llttle evercise hss been ziven in one of the most dif-
! flenlt tasks of nnalysis, which ls the determination of the basic type of system
tnvolved in the enclpherment of u purtlicular problem. Unfortunutely, there are
noc absolutely definite tests that can be applied to cipher text which will dis-
close the system used. The only method of determining the syatem is often by
the long and loborious process of elimination. The only knowledge that the
cryptanalyst can bring to his ald in this most difficult step is that galined by
long experience and practice in the analysis of many different types of systems.

Problem No. 1

ABABA ACCAB CCAAC/ AAABC C/BCB/A BC/ABA
g AfB, /7 5 /_ st et TeT e vl B & /
c/ c/a A B/B CABC/ CBC ; L “/
ago/an Gaans B A2 BC/AB ABCBB AB/CAC
c/B ¢ 0/CAC C C/ABC/ AGCAfA ¢/ B B/A C
BGC/B G, HCACH CO/ARC ¢ a/A B B/CAC/C W,B/nl}a/
AB/AC C/ABB/A AC/BAB/ DABA C/ABBC AC/AAB/
AﬂL,’A_o R WS e il e 85 bG/A 4By
B C,C A A B C/A AT o/B ¢ ¢ VI,
ABC/CB  AABC ﬁB/ B B/ A%A/BE /B ¢ C/B ;}___/A?‘A/
BCCAA CAABA 5BABC BAABC C/ass/c ac/cpsn/
o / v ! R 7 s / = ,c:-fl -] R - W
s ¢/B A C/BC G C/AA B/ A /A C A/ ¢
BCCEBA C/BCCA ACAAB ABBAB | BAGAA %8/34.«/
CAC/RG CBABA CANCAC/ BCC/AA B/ABC/C AC/A B A&/
T o ! o ! L = o [ R P — pE
I ;
. c c/B € C/C AC AfA f B ¢ c
aas/ap c/cacfE O BB/ AGA/AA 3/&_%0/1,« ;A/A;’A/
B C ‘A ccfacec/ cca
AE TS, BARYE SAMLW RGH

Froblem No. 2

GIULA TRETE TOITH TUDII MLFVE IROSP

O0CHS XRDRE AFROE NONTFA DRT OO I OEWE

I AQS3F RELST 68T AE LPTRT NDLMT MIYSH

S BPOEB NDWAH AQORTA EAETYL IDSOE YOCNO
Problem No. 3 Serial No. 1

FROM: XY (CINC) U017-2315 APRIL 1G30
( ¥

COLLECTIVE CALL)

TO : AR

MWDS Z LY SCGEKNAQR ALIVIKTPF MQHAPBRER NWTS5YUS

G N 2 NKG PDNJROD MLTSRUJ SMNQRLA ACHAIHD
-3-
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ASSTGIMENT N0, 3 - SECONDARY COURSE IN CRYPTANALVSIS

ANALYTICAL SOLUTION OF UNKNOWM CIPHER SYSTEM

Introduction

1. Heretofore the assignment has tuken the name of the cipher sys-
tem iuvolved. The introductory remerks have defincd the cipher systom, dc-
scribed some of its proportios, and have shown an cxample of conciphering
und deciphering.,

24 In this assigmmont we will reversc the former proccdurc, Tho
cipher systam will be unnamed and unknown. All you will lcarn about the
ciphcr system is vhat will come out in the proccss of solution and in the
"post-mortem", which appcars after thc last problem. The problems will be
in varisnt forms of the bvasic systom, or in closely rclated systoms. Our
interest is in the tochnique of ¢ipher solution and in cortain tosts vwhich
c¢sn te applicd to unknom ciphers. These tusts arc furnishad tho student
grutis in so far as tho formulation of the tcst end the clorical operations
are coneernod.

41 The intcrpretation of the tcsts we arc lcaving up to thc student,
&8 the purpose of the coursc is to tcach him to think inductively - that is,
from offict back to causc,

4, We are not giving all the tosts which could be appliczd to un-
knorm systoms, because this might be mislcading at this stage of the £ame
and rould bo too lenzthy a process. Ve aro limiting you to the tests which
shculd fgive indications of significance for the type of cipher in question.
Thise tests could be profitebly applicd to any unknomn cipher system even
though tho results would be negative in a large percentage of cases. Also,
¥e are not carrying thesc tests as far as we could, or as far as might be
nocessary with a system vhich was unknorm in fact rether than by supposition.
"¢ carry the tests frer “nough to cover the range in which a significant
rusponsc can bo oxpocted and hevo dropped them shortly aftor this point in
Oruir to save oursclves unncecssary labor in preparing the assigmment and
paner for printing it.

e

B Students sheuld realize that tho cipher systome 7ith ~hich we
caling aro not imperiant from a viactical viewpoint but cxccllent for
insiruectional purposes., Thoir seeurifty depends almest entirsiy upon the
53ystoen itoclf bainm unknotm; once the svsten is knorn thc seeurity vanishes.

OCur interest is in th: tests of signiticance and tcehnique o sclution. The




ZUTATAdR Jo uspl

oY,

ous

*qUou BI]

UT POYTIIOIUT

*I0DpI0 IQUFTY B JO STOUTUR 0% ©3€p JI03BT ¥ 10 31
Ju1 UL J1d DOUTNY ® U0 juUeUTIodxo ue swIojaad 1s1SoTolq
0FJ19%ads w 03 uoijomed §,31d BauIng oys U 3nq 21d wouing
30U €1 3eibeTorq oul  *Itd BouUInd v 3enf ST umjods Joydro

» W




PAGE 3 NOT RELEASABLE

l-\_ r\ -
i,J %



.

o
¢

I wq [l 99UBYD ~- I9290T PUID =~ T2 <ulT ‘o2 eidnd

S . , — . sirr o € ey Sy
Y vl I e9uwyd = I912eT UATT - %3 oulT ‘o o¥ed

v
35
B
(4]
L
e
t-{
&
-
1
kA
@
2
2
@
32
ey,
«©
—
i
L
Ce
i
e
()
—
4
«
~

» : w T - oo ckspr s §og
R 09 X ghuey) - JX89%eT U4vy =~ QT =&ug &

4
.
o
’l;

P

o3 U osduny) - J8329T 38TF = ol UL ‘9 oJv]
V 9% 4 eduvyy - JI9390T UITT - TT SUIT ‘g sdud
CIXLHUdRLDOLNIVIVALAXANAZEVY 2L
fpBed 01 |duvyo 'Y 9uUIT ‘g wvvi
ISNMUTTOJ $B 10wIac)
Los TAR] :: - ¢ roll L.IRUDICeY




PAGE 4 NOT RELEASABLE



i1
honnd

(sungp)

)

7

e

-

£y

-G
r
07§S

e

bt
e

o7
P

A
(&9

o3

&
[oF

3
L5

Py
-]
(ST TR o
ol A

e
ey

0050-0200

L]

oy

-l

[ Vv

N

1

H

Fy

td

oy
£
e
- O
=y
T €

—

H N o

id

=

25

r: M 3

B oAl
]

d LN

oy X

[= S B¢ [I

[
=
(e 3

2
a
td

o7
=
"
—

O H o m oo

B o<y B

J

i

ZN ‘8™

C < B\ oNn

1

=

O m B

‘Od ‘(onTg‘Q-ut-9) NI
(TT®0 9AT303TT00) XY
*Ipucy ssxod) gv

[{e]

[te]

“H

hp|

—

c3Jut
t0g

< UDg LII

T *ON TRtdag

= ¢ *ON INTUBISSY

*ON [ZTd08d




TR S D . o e WL L L el ety T e W, i o . . T = s 4 e

: " PROBLEM No. 1

Sel‘i&l NO. 2

From: NZ (Type Comdr,) 0001-09CO (July)
To : QP (Unit Comdr,)
Info: ST (Unit Comdr.)

. 17 ACTNQYTYMGXQQAEWPPIGQEKESZLR
18 FWIIBJXKIZXLHVLZTIQUSLY L Y2JT M gg
19 UPCKAXBXEIVOVVORZUCUGCGC QIS T X
20 ZDHKCKXAETXKNKEXIGGZMUHELE
21 IMZGANQHLO
Serial No., 3
From: AB (Force Comdr.) 0001-1845
To : 8T (Unit Comdr,)
Info: N2Z (Type Condr.)
22 AATGOBFYCGTAUHKBPFIXOCEILP
& 23 LAENRGEKXAERKVTTGILLCTRTZSE
. 24 MEWESTFFAPLEZDQUXFSHHYYEVVKR
25 KRIMQSSKDRWKZDUUNYVJIWKBETIZ

o
(9}]
w
%3
[
-
]

Collateral Information

Red and Blue maneuvers. No oontacts have been made.
Direction finder lLearings taken on Serial No, 1 indicated thet
the transmitting vessel was in the vicinity of Hampton Roads.
It 1s known that Blue has a force in this aree, but it is not
known whether or not this force has sailed. The principal
theater of operations is the Caribbean - iWest Indies area,
Direction finder bearings on Serial No. 3 showed the transmit-
ting snip well to ths southward of her earlior posi tioile
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PROBLEM NO. 2 (Continued)

Serial No. 2

, From: LM 0006-1200
# To : PY
_ 21 BNAXCBXJZQJASVAXCQAYUULYM
22 LCIIWEGHKDKSEPJELSRBWBS UHEB
23 IDLIWXNKXQHSQDQEKGAHDQRLBEE
24 MATPTGBCZHTNOS_E’_KJ%YDAJ}\.IS
25 HZDAVTQUHT_RAUUVGIEAO{tI.EQF
26 RQ_I_UO_I_OIEET@SHNJDQAAQZPSS
87 SQXXBXSISSKVAXSUDXZLLIAKXTEP ;
28 ITLTYKI-ILB§FS_S.inTSHCGCP_SJL
29 SUTSRBKMNBG
. Collateral Information: Fleet maneuvers in the Caribbean -
Scouting operations are still in progress.
; Overall Treguency Table
ABCDEFGHIJKLMNOPQRSTUVWRYZ
S4 26 20 23 29 24 21 19 31 41 27 31 22
%6 23 28 32 23 33 21 26 31 286 22 24 32 e

w2 Doe
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PROBLZL NO. 3 - SECONDAKY COURSE - (Revised)

Serial No, 1

g From: AB (Unit Comdr.)
To : CD (CinC)

’ 1l XBSTGAMVEEJQSAJTJRIRFURJINYEP _
2 SIGNFTRUCDZTIVGCHMUMEGQVNUTVS
S EEIYFSKBMFGLZNUWUVSUGNETQWR
4 SQIJIZXVBCILPPLTXZGHRIDVCISP? Y]
5 TPNXWEHE

Serial No. 2

From: EF (Unit Comdr.)
To : €D (C¢inC)

6 XBSTGHZYMATWTITK JJSYQIRPDKCYV

. 7" RLBODQGQGMNMVOEQJWJRSMVOST2ISG
’ 8 GAIMNSOUQGKMOGWHNZCBHYCIKOD GG
oerial No. 3
From: XY (Force Comdr.)
To : GH, IJ
10 XBUJT FWOUQVEQUAOYPDRFNIZOD
11 OFPRENCHRAHGVQUEXKJIJHEWGICHST
12 TLYQWBIDDFGQJIOMHRRIRSDGXXO
13 NXTHAPRIACAZGGPJ4LCAZSENGW OM
14 GX.NHZBERFSGYZHMCTNUGSNLKTFIX
{ 15 TNROYTDDMGNZEYCCZNCODJPFRH
: 16 MPQRZXWVNVBYYDLEKRQ S
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ASSIGNMENT No. 5 -- SECOND.XY CUUnSE

Problem No., 3 (Continued)

Collateral information

ntercepted during fleet maneuvers
azes themselves were not fixed in
y actual messages.

These messages were 1
he racific, The mess
Any way but are potentiall
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ASSIGNIINT No. 5§ -- SECONDARY COURSE

Problem No. 4 (Continued)

Serial No., 2

X FROM: GH (Force Comdr). 0LU6-1630 JULY.

TO : BS (Shore Activity).
. IKFO: AB (CinC), HN (Fferce Comdr), =
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Collateral information

red and Blue ileset Tactical Exercises in %he Caricbean.

Overall freguency teble {T~tal letters A31)
; ABCDE}‘GZ—ZIJ‘I{LE.JI-EOPQR::T
4l 47 39 24 50 23 44 5L 37 32 26 26 <2 30 37 35 26 24 25 35

c 35 S1 30 13
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ASSIGNMENT No. 6

Collateral Information (Continued):

Fleet Maneuvers. Fleets in contact.

Problem No. 3 Serial No. 1

FROM: AB (CINC). TO: CD (FORCE COMDR).

0012 EJSTX RDRDC GYMHQ OCYGP TVBGP PGBDG IVTPA ZFXHF YGZAC EPBXX
IWDPH COMNAR YICHZ TJPIN FTFGZ ADZAV RJNVO UJSZJ ROSTB DPYDU JHAFF
WCLDC ZRKCA GGYDV FMLDH HZUNI GTOIN XWVZA MDFQJ EUTNH RQNJC HAUMD
ASIHA  ZMFGN HGOOQ YEOOP MCGQG VOPNO FRCOJ AJESS TPBRQ WNATK LCWFB
WwXGY MMUQM DHDLI MMAUH UZSCM 0730

Problem No. 3 Serial Nao, 2

FEOM:  AB (CINC).  T0: GH (FORCE COMDR).

Gul2 THUBC ZAHJJ GQBFXP WMCPH UGSNL WJWVI  OKJMM JSTXB KWNGN  VHHEH

DXAUE  BEKUDF FAMJC XLXLT YWLYL BCLML 2ZPQTR EMUBA LJBAD THAWI VKHNY
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ASSIGNMENT No. 6

FROM: AB (TASK COMDR). TO: CD (COLLECTIVE CALL). 120200

HFIGT UCKCT CS8UYI HTWYX YSCJR UKTLL IBVJP NBAMV BGRRC UWWOO DKLJW

GEGVV SYCOT UTCQD GKOZA DZRDS UYIHD BAGHW DKBFS WIHUY WBUGG XKHFK

VAUGG PYHMU WVJTXY XYSCJ RUKTL LIBVJ PNMEO PIFEG HGOKE UliklJ 1ZVDZ

GUTFF FVTAC KXJON BRCJR UKILF OPDFP PFZIK EJPMD RABRP UWMUR PIKYC

DEFZE HKKDG MLIGU TGPYHR MUIXS LMPOM IGWSX JSSYB UTGPV  J2ZGTS  YBGPA

TTHYH VJVYO OFVCK WSXJX XTXPM LKQY:H YTUBK HDCSB RDSOL HHMPP OQ1BTS

NZQJO CVJBU LJPOT GLTTQ ZGRUZ GAFCJ PMDRU PYHOM GKDMC OYCVY TXCJP

MCMYE TXTBD ATXVJ YN

Collateral Information:

Fleet maneuvers. Fleets not in contact.

Overall Frequency Table Total of 402 letters.

A3 C D E F & H I J K L M N OP Q@ B 8§ T U V W X Y

9 16 15 16 5 14 25 18 16 20 19 12 16 5 19 21 4 1¥ 17 26 23 16 10 15 22
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RESTRICTED

5. There is one classic open code system invented by sir ey
¥rancis Becon. By the various conbinations of upper end lower gﬁ&
case letters, taken by groups of five, he was able to disauise |
a hldden meaning to certain of his writings beneath what apreared
to be poor typesetting. Still another system is one in which a
Tew letters of the alphabet are used to encipher the hidden mes-
sa;ze and all other letters of the alphabet are used as nulls.

The nessage is first enciphered using the effective cipher letters
and the nulls are inserted where they fit to produce words and
sentences. As in other types, paraphrasing obliterates the hidden

tuext .

EBr
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FiCZLT. . No. 3

The fo__owAng letter from a prisoner of war caught

i~ _’1 1 /"}
e 4 7
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PROBLEI lio, 5

The following letter was found among the effects

a person suspected of being engaged in espionage:

v -

S o = 1L i

2 LD INEUri INQ LEAasd BT VA SEC
o -

STEM DEF”:'rE pwrich  NEWS Wikl ExPLac

PREENT PLANS UsUNL REGuRE FaiRe ASueT

v
ST SouREs Tk AND  Tiwo ~NoO

v
LeNOER (YT ud  N@Ep Cavfdds FuNgs MousT

ABLL To »"‘"-'UNTHS 7o RE MApE

TROBLE]! No. 6

(

The following is omne of the so-called Tcotch telegranms
Geoteh-o-graris) wiich appeared in Judge:
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TRAINING PAMPHLET NO. 7 NOT RELEASABLE












