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REVIEWER'S NOTE:

The first review of this document was conducted by
personnel of the U. S. Navy. The eoriginal class-
ified versions were retained by them and have been
placed in the NSG Repository, Crane, Indiana

N.B.:

This document Ts very similar to that which hes
been issued as SRH-216. There were enough differ=
ences , however, to warrant issuance under a sep~
arate number.
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success es o cryptanalyst will dechd almost <ntirely upen Lils

ovn initiative and industry. & ccmplete mesvery of the art of
cryotenalysis can only come as the result of independent study

and the sclution of cryptograms themselves. o

The student shouvld in: Gd‘GtCi zre = Lhe idee that his

IS I L

£. 4lthough the principles to be d=clt with in elementary
cryotanalysis are widely known, @ knowledge ¢ GChe Tere exictence
of this course must be restricted to members of the Hevel Service.

The number of persons skilled in cryptanalytics, treir 1dent1ty,
end their degree of proficiency rust be corsfully guarded. Do
not discuss anything connected with this ccourss with anyonc cut-

side the Navy or Naval Reserve.

- FIQTORICJL 0TS ~

3. Cryptogrephy, in its simpler forms, would appeer from
the evidence availeble to be as old gs the written langd ge its-
elf. In Tazct, it secms probaeble thet it moy hove in some 1n-
stances acbu_lly ante~dated the written la: ge, for we find
numercus indications of usage, in the no e times, of arbi-

trery signs for conveying secret informstlc". Certeinly by the
tire of the Greek and Roman civilizations ve find cryptogrophy

11 importent mili-
tary operations. Julius Caeser is reported te have used a8 Sys—
tem in which each leitter was replaeced by the letter in the elpha-
het in the third position from it, such es, D for A, etc., while
Augustus uscd the letter Drecedlpg the desircd letter. It is
1ntcﬁpsting to note thnt this system with wvoricticns is still in
usec by amateur correspendents today.
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£. Throughout the Middle Ages the art and practice of cIyp-

tography continued 1O develop. Nurmerous scholars and philoso-
phers citerpted to construct ¢ perfect cipher. Among these might
be mer=icned Frzneis Bacon and Blaise -de Vigenere, both of whom
contrizuted materially to-thg;drtnwithout;rhowever, achieving the
ides) Tor wnich they sought. _
=z early davs ‘the tronsmission of cormunications
vi. wrmitw pastricted to the use ©f courlers and cther equally
slcw znd uncerinin means. Frequently, the use of trustworthy
~e-zz-zorz cenizvid tho result desired and the employment of
: - w3 not alweys essentiel 10 secrecy. ¥ith thoe ad-
~zphy all this wes changed. © Cormunication became
scntenzous, but the channels themselves could not be s0
sioricd. Viire topping was necerly olways possible with
: =zreph or cable, but with the sdvent of redio, ev -
z=2r—z unrnzesseary, for rodl “treonomissions ore alwoys ava“®
~2th a sufficicntly sensitive receliver. A1 U=
~ronzly to concentrate nttention on cryptography ¢s the
~vr.ilnble whereby o reasonable degree of scerecy could
eréd led to a much more rapid advance. in the art. It -
tc crystalize development along those lines which were {:}
telezraphic’ transmission, eliminating to a lorge cx- . f
artence of secret inks, aos well as pictoricl, and such 4

—ztnods with which we need not concern outselyes. i %ﬁ
? cnenitted by, telegraphic neans nust, of neces-
crily of letters or nurierals whether alone OF ;
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S *~2lsz the history of the_develOpnent'of'cryptography
-~~~z +z¢ gooplete, the history of cryptenalysis 1s even moTe
frg~zmTeTy ond one rust resort even Iorc to surnise. It is

~r=% oryTtenelysis is as old rg crypbogroerhy itsclf, Tor

o e e )

e zn innote trait of human neture to attermpt to reed
i octhers. Fortunately for the peace of mind of the
s, tnis trait seums to hove been 1ost often deflceted

+ of the puzzlus and riddles which heve occupled
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stite the genernl lock of historical material mimer-
o the use of c¢ryptannlysis deo stcond out. pfter
Yoseby, Crorwell employed the English nathemcticion,
tz decipher the sceret papers of Charles I, proving
+»~t the King hod been guilty of double dealing in \gg

rvos
VG

1

|

[N

ns.  fnother early_investigﬁtor,,Francois_Viete,
nelvzed the cipher used by the Holy leaguc, dput the, , -
rrly cost his 1life, for it vms charged that only by S
~omeney could he have obtained the key, and it was
+ioudty that he cleared himself. At = much loter
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7date Edgar Lllen.Poe dellghted the world with “The Gold Bug"

and hls treatises on c¢cipher analy31s. #1s0, .much -reference to
cryptanalj51q is to be found in nmodern detective literature, but,
in general, history is strangely silent on this important subgect
Tuis 1s no doubt lurvely due to the high degree of secrecy with -
which such nmatters have of necessity alwoys beén clothed. Dis~
closures of eny kind are highly ininicel to the interests cf the
nilitery or diplonmetic crypianalyst, as well as to the country.
which he serves, for such disclosures eolmost invariably close

en irportert avenue of information. It should not be concluded
fron this however, thet cryptanalysis hes failed to pley s~n in-
portant part, both in peace end war. Ln inctrnece of this ey
be noted in the affair of the Zimmerrann note to liexico during
the YWorld Var. Tle details of that affair 2re so well known
that they need not be rehearsed here, but we should note how the
recding of £ single encmy nessage 50 mgtarlully ~ided Englcnd in
bringing the United Stotes into the war. In the more restricted
fields of military strategy and tectics, it is guite obvious that
the cormender who has full knowledge of the eneny's plans »nd in-
tentions through the recding of his intercepted Acspatcles is -in
a ruch better position for dbringing the action to o successful con-

"glusion than one who i1s denied this informntion. Thus the nili-

tary importance of the successful cryptcnalyst con scarcely be over-
ermplusized. \

2. The rise of nodern cormunication nethods,; espeeially
roiio, heve hea two very profound effects on cryptanalysis. Due
to the resuliant improvement of cryptogrephic methods noted above,
the skill and labor involved in the processes of snelytical sclu-
tion has been greatly increased. On the cother hand, however,
there has-been placed in the hands of the cryptenclyst an clnost
infzllible source of cryptographic meterisl which in former tires
could scrreely be obtalined except as the result of fertuitous
chance, This has led to the development of CTYPtuH&lYJlS to the
high stotus which it holds alrost un*’\rczl":-:all"r today, Jith this
development, regrettably enough, the Unitel Stetes has scprraly
kept pace. It is cdeubtful if the tine will ever come when this
country can and will maintein in times of peace a highly developed
and well organized cipher burecu such as are reputedly maintrined
by other countries and for that reason the primary relisnce in
time of wor must be placed on the skillﬁﬁ arnatour cryptanalyst.
It is in the hope of e¢stablishing such 2 body of tralned anctsurs
that this course has been insugurateu.
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from the er" Ext“n31on Course in “?lﬁncntﬂrv N111tary Cryptog-
rﬂnhy“ uhrouéh the .courtesy of ¥ajor W, F. Friednan, Signol Re-
serve, U’S, nrmy. L . - g

lO; Cryptologv is that branch of knowlcdgo which tre 2t s
¢t 21l the neans and methods of secret inte*connunlcatlon.

13. C*vntobrabhv is thet bronch of eryptology which trosts
of the verious e cns, nethods, snd devices for converting pl=in-
tzxt ressages into crjntobram ond reconvcrtwng the so-produced
crvetogroms into their plain-text furm by a direct reversel of
thie steps or processes erployed in the origincgl conversion.

R Plzin text . is writing which conveys an intelligidlc
z in the longuoge in which it is written.

1

Oil\"

mesnin

13. Cryptographic te sxt is writing which conveys no intelli-

gible negring in any lﬂnguagu, or which apperently conveyes an in- £
te$l gidle meaning thet is not the real riconinge intended o e N
COHVQY@L. : S

. : =

14, A cryotogram is & cormunication written in secret leon-
fgunge, which nicy be transmitted by ony of the ngencies of intor- -
cermunicaticn. Ais rentioned before, we ore coreerned only with
¢crryrtegrans which can be traznznitted by redio or telegropkh.

15. Cryptographing and decryntogr-phing cre accompllg“ed
by ieens colleetively designated as coles ond ciphers. in
cirl.er sy=sténs cryptograns cre preduced by opplying the crypto~-
grnrhic treetrent to individuel letters of the plain text res-
seges, whecreas in code systens cryptograms cre produced by o2pply-
in.: the cryptogrephic trcatment to entire words, phrases, end
sentences of the plain-text messanes. The code systems b&C““P

e

in the finel nalyals, ‘TiGFZ OT less highly specinlized form c;
substitution.

i6. Substitution and troxn sp051tlon.are the.only tro- dig-
tinetly different types of trentment which T oy be applied to plcin
“text to convert it into secret text, yiplulng two differcnt clﬂoky
of cryptograns. In substitution the elencnts of the plnin text =«
retein their originel positions or sequences, but arc replacsd by
other elements with differént volues or negnings. In trinsposi- ,
tion the clerments or units of the picin text, whether one 18 -erl- 1
inz with inc¢ividual letters or roups of 1cttuis, retein their '
CTl”lTJl identities but merely undergo sone change in their rolr -
tive positions cr sequencaes so that the messege becores wintelld-

£inle. ] : OOL{‘




ététéarﬁhat;ﬁh ' gener&l,rule; =
€ all cryptogrﬂphlu ‘systems-suitable for practicel use can. bb brcken'
-dowvm;-or solved, that is,. properly prepared cryptopraﬂs can be :

3cryptogrﬂphlc;systenﬁhnd the sp801f1c key applying to the crypt0~—

18. Thet branch cf cryptolo"y VﬂlCh decls with the prlnci-'
ples, methods, 2nf rmeans ebployea in.the solutlon or ana1y81o of
cryptogrens ;5 eolled cryptan lytlcs.

+

teps and op erationg perforred in zpplying the prin-
n“lvtlca constitute cryntanzlvysis. ToO cryptanasliyze
c c*yntogram is to golve it by cryptenalysis.

- The
es of cryrt
cr tc geserypt

“tn

2C. The nommal Alphabet for any language is ene in which
the segusnces <P sounds . or synbals have baen geflnwtely Tixed by
long usage or ccavention.

1 " ciche elohebet is cne in which the elemeniery spcech-
ented by characte s other thurn these represenping
1 zlrhabet.

22. Wnen the plain text of a nessage is converted into
sceret text by the use of one or more cipher alphabets, the re-
sultant cryptosrem COnStltutu% a substitution cipher.

22. It will be convenient to designate that COPpOﬂtru ol
¢+ & cipher zlphsbet constituting the sequences of specch-sounis, the
rizin cc—oonsrt, end the component constituting the seguence of
sym:ols, the cither component.: .

24, Ls reg=rds the sequence of the letters forming its
cipher cooponent, cipher elphabets are of two kinds:

} Stenisri cipher vlphrbets, in which the sequence of

5 1 t,a.ciph’“ conponent is the scne es the normal, butb
tel from its normel p01nt of coineidence with th\
nent or reversed in direction.

Direct Standerd Cinher Llnhabet

‘ Plein - L 3CDEFGHIJKLMNO P Q RSTUVWIYZ
Cipher - @ RSTUVWIYZABCDEFGHIJTXILMNOP

It is obvicus thet the cipher conponent can

LA be applied to the plain corponent at eny one of
) : 26 peints of colncidence (except the one which

ccineldes exnctly).

005
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Here the cipher COBponDnt'Cﬁn be opplied to
the pliain componﬂpt at sny onc of 26 901n$s ¢t
coincidence. This is also an exemple of o re-
ciprocel alphebet, thet 13, the equivalents zre
reversible or rec1proc¢1 in pairs. (A& plain is
Q cipher, and Q plein is L cipherl. Thus re-
cipzrocel elphabets mzy serve either as’ enCﬁ*rD“-
ing or deCLnbe*Lnr elphabets.

{e) Mixed cipher eolphebets, in which the sequence of let-
ters or characters in the c1ﬂher conponent is no longer the
same as the normal in its entirety.

Exemple -

Random_mixed'Ciﬁher flphabet

Plein - ABCDEFGEIJKLMENOPQRRSTUVYTI
Ciher -~ FXNMQIBUEYAHERKTJISDNCWZOLYV

0 =
129 B AY

Svstennticolly Mixed Cipher Alphabet

Plgin - ABCDEFGHIJTKLMNOPQRSTUVYIY
Cipher - S YTEM LT CL B DFGHEJENOPQ RUVITX

M

Systematicully-nixed cipher olphebets will be
Giscussed 1n Assignment No.2.

25. . If a cipher slphcobet is drown up end a nessage 1s

;on01ﬁhereﬁ by its Ieans, lcttcr for-letter consistently through-
out the messape, it is sald that the cryptonron has been en-

ciphered by & single alphabet, and it is & single-alphabet sub-
stitution cipher. When only one alphebet is employed, the sys-
tem is technicelly called DOnOulﬁhﬁbeth substitution, ond when
two or.more cipher alphabets eare erployed, it is called roly-
alphabetic substitution. :

IYz
TSR

-
[



.cirhe; ofithe simplest: type, that is,- one of whlch thc gluln 1an—
gunre word lengths have been left intset, an” not combined in 5-°
letter groups for telegraphic tIQHSElSQiOD, ns is ordinarily done:

EIFI_.{Q,ZS QLQ_JM PIZDM DCXTLIE DS IXUFIQD DQVAT

GRATCZIEDIY ZJGX  KWERD YWPZQATDMY . JAN PD  CZIMEAN

% 7% I ENINMZZoDMGD YMG X0 gggg_gg ST XUC
45YSCZIY  0GZZSIDK Q,Azzog,n YCPRTIZY EQZMMIFTE QN

XZ0D -ETZ:ICN ZLLNY X -*CDI\;CD PI.' IDLCZEI‘TN H50GYCD

27. Thc tasice principls of cirher soluticn is thet unler-.

lying the cinker text is plain text and the meculiarities Gf‘the
plain tezt lancuage itself lecd to the solution. Soluticn is

,{%¥ tan base "4 1Lnguége itself rather. thon on the froquency of
o - oecurrence ‘of irdividusl ‘lettirs. To fix this principle firuly
o in the ninl of the beglnner, an illustration of soluticn cf this

- problen is ziven.

! Z8.  Tirst, the c¢cirher tert is exanined for repetiticons
ant reculiariziss of letter distribution. Repetitions have
becn mmderlined, and they renresent words cr rerts of words whioh
are procobly cocrmon in English, otherwise they veould not be re-
wentel In suek & short nessoze. Peculiar letter distributions
are: dcoubled letters, repeasted letters within & sirll nurber of
leticrs, znd reversed ﬂlgrayn . Sur¢’ of the peculicr distribu-
ticns hove been coverlined in the cryrtogrearn.

szeuld be reremverel here thet s longuege connod
btz vrittzn stokan without uzins certoin connective words, -
sylictlce=, cnli thrases. The nest cormon of these cre: thot,
wiieh, ticn, ins, ence, the, been, heve, hed, has, and, tc, cf,
but, not, in. £1s0, punctunticn is cften used so the words
Moericd®, "eorzme", and- “stop® iy be added to the list. Since
these words appesar so often in the Erplish lansusge, regardless
of subjeet mobter,. one or more of then hos an excellent chance
¢l grpearing as a repetition in the cipher text.

0y

O

]
o

1 M o

{ : - 30. Hoving earefully scrutinized the text, the next step

& is to ke ]ssu:pticn of plein langunge values. - Andrd Lengle,
a :re:ch cutkor cf works on Crypteannlysis, hos said that the nrttne
of the cryritanzlyst sheuld be: "Let's sunrose”, He hes glso.soil

007
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proved incorrect :and make.others. o RER )

Ay mAmUsEEE |

that’ the most inportant aid in cipher solution is a good, eraser.
In?othgr;words;;makejlogipgl assumptions where possible;- if the:

ot lead to solution, erase the assumptions which'have .been

2 »

: Sl. - In our problem the word XJGX irmediately attracts .
attention. First, we know it to be & complete word. = Even when -
the text is not spaced into proper word lengths, such a combina~ -
tion would -invite ettention because it Tits the very common word

"thatr, Thercfore, tentatively substitute T,H,A,T (plain) for

CAJQL.  To verify this assumption, substitute the assumed values

throughout the cipher text wherever X,J3,%, sppear. = (The student
should Toilow thrcugh con this solution by cctually performing

each step). = The assumption is certainly now a good possibility
because of the excellent combinstions which it gives elsswhere in

the nessage: I5U (cipher) = TH - (plain); *JQi{c) = HA - (p):
QIXGOG({ec) .= AT ~~.{p). If the initial essumption was correct,
then the M of ZIfX must represent Elp) to make XTM{c) = THE. Also,

in Joi{e) = H: -(p), M(c), probedly represerts either S{p) or

D(p) to-'make HiS or HLD. hers XC{e) = T - {p), Cle) must repre-
sent O(p)i: Taerefore, throughout the text substitute E(p)} for

¥{c) and O(p) for C{c). This substitution gives sonme excellent fﬁ
combiretions of plain letters and no cormbinstions which are imposgi-
ble.’ TLook et IDIC(e) = -- TO(p). - Obviously ID{ec) = IN{p). Arpin
substitute throughout. Now, there can no longer be eny doubt os ’
to the correctaess of out initicl assuzption. . IXQFIQD(c) = ITL -
1£8, sc F{c) = L{p); EC{c) = - 0(p), So X{e) = G{p}; QDN{ec) = A~} -
(p), So N{e) =D(z). Substitute the newly recovered values, ard
continue the process. - The entire cipher rnegsege 1s solved very
easily freom this point on. RS '

. 32. The completc translation is: MITITARY ATTACHE RERNE
NOTIFTED BY ITATTIAY IAVAL LUTHORITIES THALT GRILN SUBMARIMES HLD
BEEN OXDEXED TC GO INTO MEDITERRANEAN SEL PO ATTACK THE TVO TRANS-
PORTS CLRRYING ~FERICEN SOLDIZS MARSSIIIE AND TOULON PERICD RE
UST LCITDON 3E DTWCiiED  JTACK3OW,

35, Trhe predlen was solved without peying eny attentlion
whetever to Trzquency tables, and without any knowledge whatever
as to the nature Of-the text, except that it wes in English. Only
one assumplticn had to be mede and then step by step - it was only

" necessary 10 substitute obvious velues afier substituting the

initiel assurced values. Had the initisl assumption been incor- °
retty 1t would heve been. ercsed snd = new stert rmade.  There were

I~ ey
LalillSe & - AT LT WO LT

other obvicus btreaks which would inevitsbly and soon be found by

© % XN (cipher) TH -(plain) will hereafter appeer XIJM(c) =
: TH - (P).- (K) is also used to mean (key).

008
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_};“trlal end . error““or, if "you prefer, by hypothe51s and test.. The
.three words in:sequence XC-KC IDXC is an exeellent startlng polnt
- .and would soon have been assumed to ‘be TO GO INTO. > Another was:

the two words QXXQOJM and QXQCG." - The latter would ‘sooner or

nTTnCHE

- - . o

34. The problems given the student in Assignment No. 1 for

 solution are to be solved in the same nenner, which is celled by

inspection™. Wo frequency tables are 1o be empleoyed. After so-
luticn of these problems, the student will resdily see that ciphers
of this type prove to be a very inadequate form of ,cemouflage.

35. Trhe lesson 1o be learned fron Assignment No.l, which
shculd never be fergotten in Cryptanalysis, 1Is "The fundanentol
prireiple of cipher solution is based upon the peculiarities of
the plain language itself™,

L

lrster heve been assumed +0 be ATTACK and thlS would make the flrét';:

&
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. L.SSIGNMENT Mo.1 -

P Answer the Tollowing questions:

i. Yihot is the differencc Q;pmeg

1;:E:3¢}yqls°

: 2s :ﬂut is the diffﬂ;— Y between a codc
‘ er" Y7 / W..j %; v

,;—..- J_,-L' Zthe j‘ndq_ ,/fl.r"b Y et

y = P

I
lov~ €277

tronsposition clphers° DAl o

,V$X¥thjjﬂ%éEL.Fﬁdnxd

&G

r,.. f-t“#?’ .‘,‘(/,7

4

- Sofze The Following Problems

‘L‘{,ﬂ .

,.._,/ «-/(,c -0, /Q.n
‘7 —‘L

%. *How are substitution czphero dist nguiigii;fiph
2‘:,»' -ty ia,.
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" Problem No annot: be
“Jumble of "letters written at

Having sclved problems No.l to 7, and having learned o
thet NG.8 1s really not a cryptogram but a hcdgepodge cf let- o K
- ters, the student should be impressed with the fact that prob-= 0 LT
- lems Hos. 1 to 7 can be sonlved because language is hidden bty
“the cipher and Ho.8 cannot be sclved because there is no lan-
guzge there. Furthermore, he has seen how simple this type
of prnoblem hecomes when there is a "Knowu™ word as iun Problen
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S PART III
TROBLEMS
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"PLRT I
1. The problems in Aséignﬁent No. 1 were solved by in-

tion is based on the peculiarities of the underiying plain text.

Words were assumed instead of individusl letters, which led to-
rapid solution of the cryptograms. Before proceeding to more
ﬂoﬁpl z types of ulahers, & brief description of the individual
letter iistribution is given.

The English language is written by means of 286 charac-
e ters celled letters, which, taken together and considered zs s
S acqae*bu oT charecters, comnstitute an slphabet. Nearly all
writter lengueges are similar, but there are & few excepticns,
nctably Chinese. The principles discussed herein concerning
the cheracteristies of English apply to all mode“n languages of
ezlphebetical constructlon.

2. If a tabulation of the occurrence of individual let-
ters, called e freguency table, is made of a large volume of ordi-
- anary eval text {nearly but not quite identicel with English liter-
- &ry text), some intercsting facts are disclosed. The Mechanics
= 5f English Table shows graphically the relative frequency of each
1nqividual letter to be expected in 200 letters of Naval Text
btased on an actuel count of 20,000 letters of text). Note that
t“e rcst frequent letters ere E,T,0,N,A,I,R, and 5, and the most
infrequent ere J.X,0,X, and Z.

Just as single letters have charecteristic freguen-
cies, peir ¢t letters, called digrephs, and sets of three letters,
called trigrephs, do also. These tables are zlsc given under
lleehanics 6f English.

BE o
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{T%‘ specticn, illustrating the fundamental principle that cipher solu- '




©.-3.”- Frequeney tables should be. used only as’ H check on
-assumptions.;:.. A very, common fault. among ~emateur. crxptanalysts
i1s the pldecing of too much” weight on the frequencies of indivi<
duml letters.  For instance, VE" ‘and "T" have the two highest -
“average values in English- text but they are not necess&rlly the
ffhlghest-frequency'letters in a given cryptooram.;“}Repetltlons
and peculiesr letter distributions are for more lmportant than -7
frequencies. As an example of the above principles, a 4-letter. %@
-repetition is found in the text and there is strong eV1dence 1o
show that these 4 letters are word endings. . Since it is'e repe-
tition, it probebly is a common word ending. I no previous cor-
rect assu:ntions ha d becn mrde the. decision between the common
endings - ZICk, }ENT, TION, and ING must.be mcde. - Here the fre-
quenc cnlc comes 1nto p?ay'for the Tirst time. All of the let-
ters 1nvclvea Ere high freguency letters &XCdUtlng?L , L cnd G. M
ogcecurs vs the lst letter of <he repetition. C occurs as the 3rd
letter and G s the 4th.  The frequency table usunlly is very
helpful. in choosing the correct pos sibility, but even in such o
case it earnct be relied upon completely. — With limited text,

or texit coataining unusual lenguage, Hfrequency tebles must be
viewed withk suspicicn.

B L T P

4. Lnother application of the frequenoy table is its use
in idenvifying vowels and high- frequency consonants. With<limitegd
text, repetitions may not occur, or the clnher systern may be suffi-

T cxcntly'cc:piez to comnceal repetltlons in the plein text. As a T
measure waich is more or less a last resort, vowels are classified
as such, not individuzlly as A4, 'E, etc., but as a class.  Before -

CtthCulur tiis, 2 study of the dlgrnphlc frequency table shows
tha in_g:ﬂerhl “vowels .combine infrequently with vowels, but they
ao comt::e, requeatly with both high cnd low frequency conscnants;

r fregquency consonants combine most freguently with vowels

T high frequency .consonants; and thet low frequency con-

sonants ¢ :bipﬂ most freguently with vowels. Vowel classifica-
tion in o complicsted system leads up to the point where "&s ssump-
tions tzst £it" czn be made.  Even here the frequency table is
cnly & guide, arnd sométimes an uﬂrellbble guide.

5. Recently (March, 193 ) an cuthor published = book of

over 50, Cbo words in which the lettc;_"E“ does not appear ot all.
The bocx is readeble end the scntences are not jerky or awkward.

In normsl English the six .vowels A, B, I, 0, U, Y represent 40% .
of the toitzl text:  Of these, the e lue of E alone is 13%., Yet v
in a book of laorge volume w1thout e 51ngle "E", the percenicge of
vowels ussd still must closely opproximete the seme value, 40%. _
Thzot is, uhe number of vowels as a class, con still be depundeﬁ _ bemy
upon arnd if I does not appeer; the other vowels will be used with b
grenter :h&r normel frequoncy to compensote for its omissicn. !

~P-




@ ‘

- o
lé-' ‘}3:: .
.
—

53 Lo,
| A

“Just as.vowels: repreuentwn definitc parcéntcgc of- thc'

entire: texth»the 10w-frequency conSOnants J, K, Q,- X Z, togethcr;

répresent o-definite’ percentcge of 1655 than 247~ 0ne.or more of:
these 1etters may'v;ry con51derably from its normal’ frequency in -
o glven amount of text “but-the percentage of the group.w111 re-"

ficeticn of both vowels and consonants. In vowel classification
it is usuclly possible to clessify as vowels the letters repre-

senting A, B, I, and 0 without difficulty, but U ahd Y ere almost

impossible to 1dent1fy es vowels., Therefore, in connection with
vowel clessification, the classification of groups Aas high, in-
termediate, rnd low*frequency is helpful. - The eight high fre-
quency letters 8, T, 0, A, N, I, R, 5 comprlse 665% of the text.

5f this amount, the four vowels B, 0, 4, and I zre 362% and the
consonants T, L, R, and S, 30%. The othcr 18 latters, includ-
ing the lcw freguency group, J, K, @, X, Z, conprise the other

1/3 of the text. It is usuclly easy to plck the 8 high. fre-
quency letters of the cipher text with reasonadble assurence thet
they represent ot least 7 of the 8 high frequency letiers of
Englisk beccuse, £s the frequency teble shovs, the vanlues of the
next highest frecuency letters efter 3 drop shearply. Cf the 8
highest frecuency letters, it _is possible to classify 4 vowels,
as eyplhlned previously, 1euV1ng the other 4 sutometically cldssed
os beirg in the T, N, R, & grcup. Thus with 4 vowels, 4 hil gn fre-
guency consonents, and S low frequency letters ClaoSlfIEd the
probler of meking correct assumptions to flt the cipher text 1s
51mp11 1ed, .

. 8. The foregoing discussion hes becn concerned only with
the EZnglish lsngusge. English is one of the most difficult of
lcng“ﬂ"eb cr the cryptanalyst. French rnd German, for example,
both skow £ as outstandingly high, much more so than in English,
cnd this letter con be spotted at once from the freguency table
of the proper alphzbet. Llso, these longunges have certoin in-
vorichie high frequency combinations such as the German CH and
the Frzneh or Spanich QU, which #id annlysis to a great degree.
Such langunée choracteristies undoubtedly hove led Europesn
suthcrs of works on this subject to stress the velue of individual
letter frec:cncles far beyond the point where they can be depended
UpOn.

9. In 21l but the simplest problens, a frequency toble is
canstructed for use as a guide, os explained in the foregoing
percgrephs. - To comstruct a freguency teble, the L's, B's, ctc.,
of the cryptogram are counted. It is usually best te do this

7o hnbtherjuse bf'ihe‘frequeﬁcy'table involves the classic .




;examn1e the letter whlch precedes‘(preflx) and the 1etter Wh1¢
follows (sufflx) for each appearance of ‘A in the text, " For the .
following cipheér text - BADVBCAQRBADLPRA S W B Q A . f
a partlal (for A and B onlyi trigraphlc table is: - ,fl“-g

’?_B cB R'.Q,_ L
DODS -
C- V RW

;;CAQ

- The upper line cf letters 1lsted w1th A renresents the
prefix in tkheir order of occurrence, _the,iower‘1lne gives the’
corresponding suffixes. =~ This table shows at & glance the di-
grapha, trlgraphs and repetitions in the message. It is the
only sure wey Qi 1ocat1ng ell” repetltlons in a long cryptogram,- _
erid it is veluable in cl&sulfylng vowels, _ L ) .

- et o S Y ': s
: 8

T

_ 10. In the Hechanlcs of Engllsh table the fregquency of .
initicY end final letters is also given. This'should be used

in the same manner as any other freguency table: merely an eid

and rct a sign post. T
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s quency'of Indi-
;v1dual letters to be ex-
pected” in 200 letters. of -
Naval-Text.  {Based-on a ™

":hm;count Of 20 OOO letters)

o o

ot

,Frequency of Digraphs=

Movt frequcnt Digraphs

ang . Trigrophs to be ex-,
pccted in 2,000 letters
‘of: Navel tex i Based, on: -
 ¢ount of 20;000°" letters} .

ER-43  RO-24 ~ OR-20 ..
IN-42  ES-23 = -QU-20 -

ON-38 ST-23 ‘RI-19 -
ER-34 TL-23 ET-18
RE-34 co-22 PE-18-
L7531 MND-23 VE-17
LN-28 NE-22 LR-16
HT-27 NG-22 f-16
TE-27 T0-22 DE-15
FE-25 I0-21 LE-15
ED-24 TH-21 SE-13

Most Freaquent Trigrephs

b b
NI N O dMLAU

AN OO WOZEB NG HI QR EY QW

ol

~a

-

B4 Y

INITI I AND

ING-17  ERI-9  ATT-6
ENT-13  ION-9  DRE-6
ER0-11 - PER-9  LAN-6
EEN-10 = TEE-9 ONE-6
GHT-10  COU-8  RED-6
ICH-10  IVE-8  RIN-6
- PI0-10  OUR-8  RIO-6
ZER-10 OUT-8  TER-6
£11D-3 EST-7  TIN-6
LTI-6

=

INAL TETTERS

letters - 4L B
Ivitiel -~ 9 6

O
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"quence of 1etters from an’ ea31ly menorlzed key,-
construct a svstenatlcallyanlxed c1pher alphabd

mostvuseful typés. is the keyword-mixed sequence: _
‘the keyword or: ‘kKeyphrese -i1s written .down, repeated letters—f i
- any, being omitted sfter their first occurrence; then the- remuln—*‘i,, ez
ing letters of the clphabet are written in their normal order, ‘ 1
_omlttlng such letters as already occur in the key.

Exam Ele - ";_' . A | o ‘ _
Let the keyword be YWiSHINGTON, The correspond- ]
ing nmixed sea*enco beccemes: : _ %?”

Wes JIEG”GBGBerKLMPQRUVXYZ

2e Although transposition methods heve not yet been dis-
cussed, it will be nscessary vo dermonsirate how these may be ap-
plied to keyword-rmized seguences to further disarrange the se-

quence.
Example - - : T
- 3 . - Three exsmples will be given using the keyword
ﬂ{ﬁ% _ RENDEZVCUS. The Xkeyword-nixed sequence may be
“ b written:
RENDZVOUS
ABCFSHTIJ
TMEMPQTWIXY

end the colurms ta¥en off so as to fornm the following se-

@ guence:

(1) RALEZEBHMH C PDFQZGTVHWOIX U J Y S K

The aliernnte ¢olurns 2y be reversed to obtain this
ceguence.

(2) RALI;'—BEHCPQFDZG WHVOIXYJUSK

L1so, & nuzmerical kvv, derlved fror the keyword 1+sclf
noy be appliec o &

. taken off: _
- 5-2-5~1-9-3~4-7-5
RENDZYOUS
ABCFGHIJIK
LEPQTWIXY ,
The trﬂnspo sition-zizxed seguence now beconmes:

sl

(B) DEQZBUNCPOIXRALSKUJYVHWZGT




Tpha
, it;is”comparativel. easy to rebuiTQ;uhe generotingf41gu££
Note:that‘iin;eXﬂmple {13 are. three 1etters'apart
th-H;, -I58n8 J to_theig—left respectlvely L s
ey de“&r 1i
H, I z2nd"J-on the. next llne-above, and’
aw”the Peyword. L _' f' Sk

. “In ex;npla {2) the presence of LM’ PQ, and XY in 'fﬁff LE
their normally adgacent positions’ suggests that the alter- = -~
nate columns have been reversed, which is checked by the .

L &nd B on eltner 51de of Lh, Pnd the I and J on clther side
of XYy -~ :

In examplie (3), note again. the BW, IX, and JV combina-
tions which suggest 'a’ columner sSystem’ and nay'be used to re-
build the original sigure in ruch. the some manner as 1n the
cese. of the 51mp1e co?umna:,tran93051tzan.". :

4. Another 31mnle nethod of - produ01ng a systemstically—
mixed elphebet is ca iled the decimation method. The basic se-
quence to be decimated is regarded as a circle, and the letters

- arc counted off and written down_ in a separate list... Vhen = .

e letter has been used in the flnal _sequence; it is ellminated fron -
the basic seéquence before the process contlnues.rf1; )

Exarple - : :
Suppose the number - agreed npon is 7, and the basic
seguence to bs decimated is & normel alphabet The let-

ters will be taken from the basic sequence, after counting
"off, in the f0110w1ng order: : G

A3CDEFGCHEIIKLIE N OB QORSTUVWIY 2
15¢mmmalmssm532%%n 9 5mmm%7

MiXed Secouence
" GNUBJRZISCMIKWLAQHEDFPYOTV

: 5. - Almost any transposition mocthod’ may be epplléd in the
oonstructlon of systemetically-mixed cipher alphabets. '@ Practi-
ceel considerctions 1imit the complex1t1ec which may be introduced,
&nd the greatest amount of mixing- by. systematic processes will
glve no more security than that *esultlng from a random selecticn.

022

LRI T R S e ST R, YR AT P TR R TR T Y . . il




During. the process-of solution™of ar , 1
Tten. be avoided by .a reconstruction-of the'system used,:
aiportion of thé simpler Iypes have been recovered. In<:
s ¢ryptogrim -Should ‘never be considered
§Ed'h&subq n;determinedfaﬁdjré C :

 lablo Doteric permitse

RY LND SECOND/RY f1PHABETS

R - w7 It is obvious thaot the cipher component of a cipher S e
zlphabet mey be shiffed or slid against the plain component at o
26 peints of coincidence so es to produce a series of different S
enciphering slphabets. The primery alphabet is the basic ar- —
rangenent of the originel. sequences, and the derived alphabets =k
cre called secondery zliphabets. :

8. In producing thersécondéry'alphabets the primery cipha- $~'
bet may be orrznged as follows: ' . ' :

(a) The same seguence mny be used as both the plain
end cipher ccmponents, and slid agoinst itself.

) Exemple - S S |
sfﬂﬁ VASHINGTOBCDEF JKIMP QRUVYZWASHINGTOBCDEF JKI
T , 'WASHINGTOBCDEFJKIMPQRUVXYZ

{t) The primery cipher component mey be slid agninst
the normecl ssguence.

Example -

LBCOIFGEITAIDIOPQRSTUVWYZL BCDEFGIIITRLENOPQ

& WLSEINGTOBCDEFIKIMPQRUVITZ
5 i

{¢} The primzry plein cnd cipher components moy be
difrferent mixed sz quences. : )

Exomple

GOVERITLBCDFHITILPQSUWXY ZGOVERIMNTABCDFHIJK
WL SHINGTOBCDEFJKIMPQRUVAYZ .

- 9. Taer ‘the plain component of o cipher slphabet is =
norncl sequence, 2s in per. 8(b) ebove, the original cipher se-
qucnce becomes evident es soon os the cneciphering alphabet is
‘roconstructed. Hewever, when the enciphering alphabets of the
“type described in per. 8(z) and (c¢) are reconstructed with the
plein components in normal order, the original segquences ere not
cpparent.




epplied the resulting deciphering elphebets to the cipher text.

ABCDEFGHTIICLINOP QRSTUVVAYZ
‘Cipher - YGTOBCHWADEFJSNKIMZIP XRUV
Clgher - 29X

. Notc the letters underlined which 1ndlcnte by thelr
normaelly adjacent positions thot these letters are adjacent
in the primary c¢ipher alphabet which is reconstructed as
follows'

Plain - EF JKL M PQR UY X YZ msmnsrroscﬁ
BC

Cipher - DEF J KLM PQ R UV XYZWASHINGTO ' (22

The letters not underlined sre fitted in their proper
locations, which are essumed from & knowledge of the possi-
ble constructions of the orlglnal sequence.

11. The cipher alpheabet in par. 8{c) would appear as fol-
lows when the plain component is in normel order:

Plain - ABCDEFGHIJKLMNOPQRSTUVHXYZ
Cipher - INGTZOVBCDEFSAXJKWLHMYPQRU
This elphobet may be resrranged in its original sequence

in much the sime monner aos illustrocted in the preceeding para~
graph:

SOLUTION BY GOMPLETING THE PLATN COMPONENT

®

12. This is o very useful and ropid mechanical method of
sclving cryptogrems when both the plain &nd cipher components are
known sequences, but when their p01nu or points of coincidence are
UnKnowrn.

13. Consider the problem in which a direct standard cipher
alphabet hes been used. If we complete the normel alphabet se-
guence in a column under each cipher letter, the result is the
some as having tried the cipher component in esc¢h of the 25 possi--
ble points of coincidence with the plein component, and having




: _ex“mlnution ofnt
cessive horizontel llnes . -
generatrices, (singuler’ generatrix),'i“
discloses one and only one line-of :-
plain text: THIS SHORT. - Instead
of laboriously writing dowm the :
several columns, it is recommendeed
that the student prepere e setv of
alphebet strips, each repected so
that every strip will conteain 52
letters, and nount them upon some
rigid material convenient to hen-
dle. Such n set of sliding alpha-
bets will be found exceedingly
~valuable in 211 work of this kind.

L
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15, Next consider the problem in which the 01pher alpha-
bet employved is any type cther then a direct standard cipher

: clphabet.

. 16. In this cese an odditional step is necessary before .
completing the plain component seguence. - In order to obtain
the ssme result as having applied easch of the 26 deciphering
alphabets to the cipher text, the cipher letters must first be
coenverted into their plain conponent equivalents. To find the
plein component equlvu¢ente the cipher alphabet is written with
both components in their original order, sand placed at gny pcint
of coinicdence. '

: 17, ‘Let us suppose the following random mixed cipher alphe-
bet has been recoveread from,the solution of earlier cryptograms'

Plein - ABCDEFGHIJKLMNOPQRSTUVWIYZ
Cipher -~ AUBKYRJXHEFCEMDOLVGP?PSWIQZYXNT




s;suspecte Of“employlnc &
bets derived from~ thls primary Plphrbet th t isﬂﬁu_

system hes:been:

he-cipher»letter:.1nto_their plein.comgonent‘
“Then -use - the normcl” zlphebet slidingistrips to &
cowplete The normel olphabet sequcnce benthh ehch ploln cow—
' ponpnt eqplvaleﬁt _ ;

BT Clpher -FENFWENDEHRL
. Plnln ‘Bquivelents - J LYJ UL YNT A
KNZKVMZOJISB
, _ ' LNLELWNALAPEKC
) This crxemple will demon- MOBMXOBGQLD g%;
strote thot nilthough the whole FPCHYPCRMEI
series of values noy be chenged 0CQDOZQDSNTF
by merely shifting the cipher’ PREPARETOG
cozponcnt to znother point of QSFQRQBSFUPH
coincidenee, the sclution of = RTGRCTGVQI
cryptograﬁ in o different key SUHSDUHWRJ
-5 obtained very ecsily, with- TYVITEVIXSZK
out cnv frequency table onoly- UOWJIUFWIYTL
- sis. VIZIKVGALEKZ UM
- , _ WYLWHYLAVDN
Had the plain component L2HZXIZHBWO ,
been a mixed scquence nlso, - YA NYJLNCXP ;
the soluticn would proceed cs ZBOZKBODYGQ ;
in this excmple except thot ACPALCPEZR
thé Sriginal plsin cormponent BEDOQBHMDQFA S
seguance would be used in com- CERCNERGERT
plcting the sequence boenenth DPRCNERGEBT
ecch plerin corpenent equiveolent, EGTEPGTIDY
instead cf the normal alphebet FHUFQBUJEW
strips. GIVGRIVIEKFIX
HIWVHSIWLGY
I nXITXXMHEZ
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FLEIENTARY

COURSE IN CRYPTANALYSIS

- ASSIGNMENT Wo,3 -

o Paragraph :
- NUMIRICAL CIPHER ALPHABITS .........-n.n RN 4 :
- CIPHER ALPHABETS EMPLOYTING VARIANTS .......... Lo
NOTES ON PREPARATION OF UJORK SHEETS +vevvevnon-. 7
CUTLIK=S OF CIPHER SCLUTTON L ............. N 9
PRINCIPLES INVOLVED I CITPHZR SOLUTION ....... .. 1z
NUMERICAL CIDHZR ALPHABETO
1. Cipher alphabets whose cipher components consist B

of numbers arc practicable for telegraph or radio transmission.
They may take forms corresponding with those employing let-
ters. - , :

(a} Standard numerical cipher alphabets arc those in which
the cipher component 18 a nornal sequence o numbers.

Example -~ -
- Standard numsrical cipher alphabet

Plain - 4 B C D =
Cth er - 11 12 13 1lq 15 17

d \

P G H I J K UL M N
3 17 18 1% 2C 21 23 25 24

0o P ¢ RS TUYV LU IYZ
// A 25 26 27 28 2% 33U 31 32 3% B4 55 &6
/ 'V-. i PRtk
/ 4 / Since there ars but ten digits, it is obvious that, ihg%
/- 4ti  in order to represocnt a comnplets alphabel, combinations
; _‘ \ . of at least two diglis ars necessary.
(o " {b) ifixed numerical cirther alphabets are those in vhich
! 1 LN/ the c1phcr corponcnt is not a rormal sequence of numbers.
[ ; rd
3 J 3
N Ixample -
(1) Random mixed nunericel cipher alphabed
Plein -4+ B € D E ¥ G H I-J K L ¥ N C
Cipher -76 88 1 67 4 87 86 99 96 2 69 90 77 5 e
r ¢ R & T U V X Y 2
2 76 8L 98 46 7¢ 97

i 87 60 30 79




" This exomple vwill-alsc illustrate a type of
numerical cipher alphabet in twhich same of the
digits moy be employed. singly and some in pairs
to represent single'plain-texi letters, thus re- -
tarding the attempis.of eryptanalysts to isolate
the individveal e¢ipher eqaivalcnts‘of plain-text
letters after they havf besr run vogether in the
cryptogram

e e

(2) Systemﬂtically mixed numericel cipher alphabet

1 2 3 4 5 Tae pzir of numbers

14ial{ByC| D] ol Thick appear as row and
' coliucn indicators are used
2IFIGIHITIIK zs tzgz cipher eguivalent of
i the nlzin letter found at
S{LI#A N0 P +he Iinicrsection of the rou
end cclumih, That is, &
4 QIR S} TIT tlgiz Is 11 cipher, B plain
is 12 cz#ne;, etc.
SV iVt Y

Rectanglcs of vuriols 5i sizes may be uscd,
heving various key number o monts, and including.
cells for proper noxmes and Dl blank cells. Lls0,
the plain alphabet mey be =zny tyse of mixed alphabet,
and may be inceribeé by Tollowins any prearranged route
to Till the proper cells ¢f thz rectungle,

2. Numeriecul cizhzr velusc lcend themselves to
treatment by various matHematical mrrescosec to further com-
plicatc the cipher systenm In wiien To<y arce used, Thesc

D“OCCQSOQ, usually addition or stbirzetion, may be applied
to cach c1phcr equivalent inciviauziii, or to the complete
numerical cipher mescage by comsiderirns 1t as one number.

CIPHER _LPHABZTS T CTIl5 VaRIAWNTS

C O, In order to disgrise, sunpress, or eliminatc
the characteristic frequenciss ol tho tlain-text leiters,
ipher alphebeis may be made ur Tith Tariant Vulucs in their
ClPh(I cormonunts.

&, A0 ogual numbiT oF cinhoer values may be os-
gncd each plain-text letter, usuzllT by neans of o systomn-
ic arrangement, or a set of woiusz =iy be assigned cach
lain=text letter In accordones Tith itz relative frequeney
in ordinary plain languagce. ‘

i
&
L

[N o B ‘m

r\,

(RETYPED FOR PURPOSE OF CLARITY)




This example will also illustrate a type of
numerical cipher alphabet in which some of the
digits may be employed singly and some.in pairs
to represent single plain—text letters, thus re-
tarding the attempts’ of ¢ryptanalysts to isolate
the individual cipher eguivalents of plain—text
letters after they have been run together in the

“eryptogram. '

(2) Systematically mixed numerical cipher alphabet
1 2 3 4 5 |

] 1

The pair of numbers

]
1 1 Al Bl ¢! p! E!  which appear as row and
: Tt 1T N
21 Fl gl ! 11 J! column 1?d1cators‘are used
A B S e T as the cipher eguivatent of
3T RILEmMEN! of the plain lLetter found at
| RS R R the intersection of the row
t pi g! pl ol Tt
& 1 Pj Q: R;VS; T: and column. That is, A
51 vl Wl xt y! 2! plain is 11 cipher, B plain

is 12 cipher, etc.

Rectangles of various shapes and sizes may be used,
having various key number arrangements, and including

cells for proper names and places or blank cells, Also,

the plain alphabet may be any type of mixed alphabet,

and may be inscribed by following any prearranged route

to fill the proper cells of the rectangle.

2. Numerical cipher vatues ltent themselves to
treatment by various mathematical processes to further com-—
plicate the cipher system in which they are used. These
processes, usually addition or subtraction, may be applied
to each cipher equivalent individually, or to the complete
numerical cipher message by considering it as one number.

CIPHER ALPHABETS EMPLOYING VARIANTS

3. In order to disguise, suppress, or eliminate
the characteristic freguencies of the plain—-text letters,
cipher alphabets may be made up with variant values in their
cipher components. ' '

& An equal number of cipher values may be as—
signed each plain—text letter, usually by means of a system—
atic arrangement, or a set of values may be assigned each
plain—text letter in accordance with its relative freguency

¢ in ordinary plain language.

(RETYPED FOR PURPOSE OF CLARITY)
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i - A;system.ﬁhich provides fwelve variants of
letter pairs for each plain leiter may be constructed as
follous: : S

Let the keywords be BALTTHORE and MARYLAND.  The
correspending keyword alphebets become: o e

(1) BALTIMORECDFGEJKNPQSUVXYZ, and

(2)"MﬁRYLﬂDBCEFGHIJKDPQSTUVWXZ

The letters of the first keyword sequence are used as
the Tow and column indicators of a 25 cell rectangle, and
those of the second keyword sequence are inseribed within
the cells of the roeetangle according to a diagonal route.

K ¥ P O S
g v W X ¥
B M D|M|A|Y|{D|F ' ;
: In this exuample, A ;
L O FIRIL{B|G:O plain may be representcd
: _ by any onc of the Tollow-
L R GI|N|C|H|P ¥ ing cipher cquivalento:
T § HIElI|QlUul¥W BN, BV, MN, KV, DN, DV,
1 ¢ Jixls|vi{x|z}|. uB, M ND, VB, W, or VD.
6 Therc are not only numerous variations in thec

use of rectangles, but many types of 11sts and tables may be
employed in the comstruction oT misccllancous types of cipheT
alphcbets. The practical diszadvaniagos 1n the use of most

of these misccllancous types in mono-alnhabetic substitution
are not compenznted by any resl galn in cryptographic seeurity.

NOTRS ON PREPLRLTION OF VWORK SHEETS

7. Cross-scction vaper with onc gquarter inch
squares makés thoe bost vork-shoot, - 4 btypewritten work-shecet
is nearly as good, Tor it is toe even spacing vhich 15 cssential.
Three spaccs should be left botusen lines so as not to over-
crowd the work-sheet, Usc priated block capital letters.
colorcd pencils are helpful iz marking of f repetitions and pe-
culiari ties of lctter distribuiion.

- 8, Over cach ciphcr cquivalent of a plain-text value

writce its frcguency. Underscore all repctitions and rcversible

digraphs. ~ Examince tho texi and overscore any peculiairites of i
lcttor distribution.  Recording the froguencies on the Tork- HER
sheet is of thce grentest importcooec when decaling vith a minlmum g%ﬁ
of text, It s~ves constant rcference to the frcoucncy tnblcs, ¢ nE
vhich interrupts the train of thought. I+ soves considernblce Fand

time in the cnd, and might mean the difference between succuss
~nd failure in & complex problem.

A " 033



e
A

=2

fdﬁTLINE OF CIPHER SOLUTION

9.& The oolutlon of a vubstltutlon 01pher gonerally
progresses through the follovlnp stages: _

Tt (a)  Analysis of thé cryptogram(s)
Prcparatlon of frequency table.

Search Tor Trepctitions.
Determination of the tyne of systom used
‘Proparatiion of work sheect,
Preparation of frequency ta bles Tor the
1nd%v1dual 01Dhcr alphabets {(if more than
one

(6) Tabulation of long repctitions and pecu-

- liar letter distributions. . .

{b) Cla031f1cqtion of vowels and consonants by a

> 100 -
s et St Mt g

(
(
(2
{4
{

’ atlldy of: :
(1) Frouucncies.
() Opacing

(3) Lottor combindtions.
{4} Repetitions.
{c} Tdentification of letters.
(1). "Breaking in" proccss,
(2} Verification of asswmptions.

(3) Filling in good valucs throughout messages.
(4

%} Recovery of new values to complete the
solution.
{d) Reconstruction of =zystem.

(1) Rebuilding of thc cnciphering table.

(2) Recovery of key{s) uscd in the oncration

ol the systenm. .

{3) Recovery of the key or keyword(s) used to
construct the alphabet scquuncg_

10, No outline can'be made to suit all ciphcr solu-
tions, becausc special conditions may e¢nll for short cuis
or extra steps in solving a porticular problem. Cipher
spoivtion 1s by no means an exact mechanieal process, however
*P: objeet of giving an outline is to show that success in
ciphsr solution is the result of orderly reasoning.

11. Determination-of the tyne of cipher systum used
in 2 given cryptogram is of tun the moect difficult step in
cr"ﬁ+~naly31 Tho stodent should noticu the external
cn¢rxctcrlutlcu of wach new Type studied, bocouse a com-
pzrison of thuoc characteristies is the basis for deter-
mining the type of system used in an unsolved cryptopgranm,

-




£

. x““p

Thcy cannot bc'013351fled exceptfas"thpy canblne with
- letterstalready classiTied .ond arc-the most difficul ton
-elassify. - The high Trequeney values arc cithcr thc :

vOowels “A,d,I 0“ or consonants of high fruquency

. ItTis unuoual to Tinad ‘over two or thrceicons
sonants of low frequencey in combination. Vowels usu-
=11y stcnd olone - combinntions of more than two vowelis
are extremcly rorc, & gap of six or cight letters
tetveen two known voilcls 1ndlcatns the need of one or
core intermecdiate vowels,

{c} Consonants combine with vovgln, most of vhich
are of len freqgueney. Vowcls combine with consonants
mary of vhich are of low frocquceney. Letters associated
with low frequency values are vovicls. Letters asso-
ciated with high frequency values arc consonants,

(d) Of the 30 most freguent lctter pairs, 22 arec
vovel-consonant or consonant-vowel, 5 arc consonunb-
consonant, and o arc vowel~vowel comblnatlonu, Rcpe-
titions in the cipher text indicate high freguency
letter combinations., Therefore, the repetitions of
agiven letter combination crea tbu the presumption
thet one of the loetters is a vouel ana the other a con-
sonant,

' W is of low freguency and can bo classified
only by ¥Yspzeing” after A,2,T and ¢ hxve been classi-
Ticd. The vowel of S5th hlghLot frequeney in an alpha~
tet is almost invariably o wU», It is usuzlly impossi-
Bl to elossify "Y" as o vowcl - partly on account of
its very low frogueney and partly beenuse "Y' is5 some-
Tinmes o consonant. .

" Iark cach vowol by a clrclc as soon as classi-
Ticd - btoth on the work shect and the froguency toble.
V-lucs ideontificd as consonants should bu marked by zn
_OVLTSEOIC Or 5oy similer mcthoﬁ

{ R . m . e '.-‘ -

R Thv frcqucncy t1blb is onlj v guide in the idonti-
Tleation of lottcrs, and somctimes an unruliab1L guide. Hi=
potitions arc Tar more important than fruquencies in the
identifiention of lotters "Ev is onc of the poorest 1oi-
ters to idontify Tirst, s it combines with 5o mony luttirs .




S probably th'
(ana one of . thc”casiesti on ‘account
: ‘ CMENTTU T ANDY, andoof ON“'

atbenmpting to
“a logical assumption PIUVL correct when it .cannot bu veri-
. fied. = The attack should always follow the line of least ,
" pesistonesi ¥ Findun weak point inithe cryptogram and ‘then - "o,
work on it until the cipher is broken. The beginning and o
end of a messages are always weck, and thoere are usually
Sbefﬁl other good poinis of attuck

5

15, - Do not give up an assumption too smslly, but do
not cling to it too long. Expericnes is the only teacher
ns to the time which should be spent on a given assumption.
Consider what words would probably or cven could possibly
appear in the cryptogram, thenm fry to fit them In. Check

- thec letter values of thu assumed words in a fels places be-
forc fllling in the assumcd values throuqhout uhL crypto~
gram. ¥ L

16. -As far =2s possible, assumc words or phrases oo
with one or more letters repeated in them. Then fit then '
to the cipher text where the same pbcillqutleu of letter
, dlstrlbution are foun& : L

Examnle:-

LVEXVKEKVNNY = XNOAVJRJKOBDR — XFAHS !
MISSISSIPPI  CRYPTANALYSIS  ENEMY o

Then repeated letters cannot be used to fit a word to Fﬁ@é
the c*p&er text, the- frequencies of the lotiers and the lo-
eation of the “owcls are nearly as good peculiarities of
letter distribution on which to basc an assumption.

17. In 1841, Zdgar Allen Poe mode the following signi-
fieant statencent hhlch still remeoins of intcrcest to present
d~y students of cryptanalysi C

" The basiu of ‘the whole art of cipher solution is
found in the gencral principles of the formation of
language itsclf, and is thus cltogether independent of
ths pariicular lows which govern any 1nhcr, or the con-
struction of 1ts key".
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ELEENTARY
COURSE IN CRYPTAWALYSIS

ASSIGDﬁTJT No. 3 -

PART II - Home Work

2olve the Tollowlng cryptograms., Naval telegraphic
text has been used to give o certain derree of familiarity with
naval langusge snd o aid the student in making ssumptions.

.~ Tne saze generdl technlque used in solving the prob-
lems of the first two assignments will also assure solution of
these protleus, '

Eeconstruct the systerds used in each problem.

- 1 -
0€021 36501 010651 52202 . 06082
i s ) .
32510 08C4C 22109 08040 823211

08041 71513 14222 10224 02012
20202 01¢CH1. 90615 1708¢ 11122
14022 1106 051¢C 20211 22140 -
52516 ©0515¢G 12213 02050 613002 4
05011 ©452% 062106 22214 06020 ]
22214 2eC2C 22602 060652 11602
602112 27302 1724¢ 21808 06150
511068 223190 5C&22 0H1050 501189
05211 2215 05012 20518 05060
0,5 ¢ 5 PRI IR

Ry [ TER AUKCAIES BE) AT 7L
£Co i pes PROCEED THARY POIAT EECREED
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53241 5 &
54445 45
134573 5 2
5 32 4 4 2 3
12552 4 4
15333 15
232431 55
5241083 &5
44523 5 4
L4 4 4 4 L5
24511 51
~ 53521 3 5
z 1 213 % L &
1 53245 1z
44154 54
25145 12
; 14258 &2

i
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532 24432 512453 242531
325 14344 14152 14115
123 S5125 11421 535354
154 54524 43241 44432
544 24154 44524 43352
144 41545 44514 32515
224 45153 13315 51455
212 53352 24341 31245
43% 22333 53345 21352
521 51315 52244 3150351
424 443034 71522 535242
133 12312 15143 54533
124 43331 214532 2435353
25% 51255 233531 25114
143 24442 41345 15221
152 44532 12514 41515
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