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“That’s it!" Everybody crowded around. Friedman came
in. “What’s all the noise about?” he asked. Rowlett
showed him Grotjan’s findings. He understood
immediately. Grotjan’s discovery verified the team’s
theory of how the PURPLE machine worked. It marked
the climax of one of the greatest cryptanalyses of all

tlme o David Kahn 1991 “Pearl Harbor and the Inadequacy of Cryptanalysis” Cryptologia 15(4), 273 - 294.
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Damm’s machines

Pronounceable ciphertext.
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Staggered motion.




Breakwheel

Konheim Computer Security and Cryptography



RED M3

47-Long Pin Wheel
Controls Stepping

LR NI ]

TYPEWRITER

» 26 KEYS

20 Wheel

U.S. Analog | —

6 and 20 wheels step together 1, 2, or 3 times
according as 47-wheel has 0, 1, or 2 inactive
pins. The 47-wheel steps once per encipher-
ment.

The machine can run in reverse.

Only encipherment paths are shown.
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Two machines were capture in Rashin, Korea after World War II.












The sixes

Switch Sixes switch input (1=A, 2=E, etc.)
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Figure 6. Sixes stepping switch - Decipher mode.

PURPLE Revealed Freeman, Sullivan, and Weierud
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Switch (no) pattern
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Switches

Rowlett: “From the moment that we found that a
conventional telephone stepping switch provided a
completely satisfactory basis for building a
cryptographic mechanism for deciphering the six-letter

component, al
diplomatic cip!

| of us who were working on the Japanese
her machine speculated that the Japanese

might have util

ized these switches as a basis of the

PURPLE machine.



What they were trying to find

Rowlett: “The problem was to search through these
messages for a particular phenomenon which we had
identified grossly but had to be identified finally by
discovery. So we were looking for this phenomenon
without actually being aware of precisely what we were
seeking.”
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1S2F Repeated columns

Switch 1 in position 2
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William Friedman 14 October 1940

Two messages on the same day with identical indicators
appeared to be identically enciphered.

Two messages with identical indicators on different days were
absolutely different.

Two messages with different indicators on the same day were
absolutely different.



Friedman

[t was thought to take messages from different days with
the same indicators and reduce them to the same base.

The method succeeded in two cases:

The case of indicator 59173 consisted of 6 messages.



Grotjan's examples
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Example two
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Example two: “+3ataninterval of 4, + 7...

Ciphertext one Ciphertext two




Example three




Example three: “+3atan interval of 4, + 7..”




Grotjan

We could see “a” in a certain position, and we could see
“a” being enciphered by “B,” in another place by “D” and
in another by “E” ..., and if we found the same sequence
in a different letter, or in a different position with respect

to a different letter but spacing of letters the same.
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What was found

Friedman: “[C]areful examination disclosed the
presence of repeated sequences, here and there.”

Raven: “Finally one of the clerks recording recoveries in
the entry book noticed repeating columns and it was
immediately obvious to all that the entire machine was
wipers.”

Francis Raven






What was found

Grotjan:

“... could fit several enciphering sequences in proper
intervals.”

“... it confirmed something about the encipherment -
wheel advancement.”



What was found

Grotjan:

“... could fit several enciphering sequences in proper
intervals.”

“... it confirmed something about the encipherment -
wheel advancement.”

“... there was an orderly progression of the encipherment
as the message text advanced a letter at a time.”
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